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Abstract 
 

Compared to hiding information into digital image, hiding information into digital text file 

requires less storage space and smaller bandwidth for data transmission, and it has obvious 

universality and extensiveness. However, text files have low redundancy, so it is more difficult 

to hide information in text files. To overcome this difficulty, Wang et al. proposed a reversible 

information hiding scheme using left-right and up-down representations of Chinese characters, 

but, when the scheme is implemented, it does not provide good visual steganographic 

effectiveness, and the embedding and extracting processes are too complicated to be done with 

reasonable effort and cost. We observed that a lot of traditional and simplified Chinese 

characters look somewhat the same (also called lookalike), so we utilize this feature to propose 

a novel information hiding scheme for hiding secret data in lookalike Chinese characters. 

Comparing to Wang et al.’s scheme, the proposed scheme simplifies the embedding and 

extracting procedures significantly and improves the effectiveness of visual steganographic 

images. The experimental results demonstrated the advantages of our proposed scheme. 
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1. Introduction 

Steganography[1, 14] (also called information-hiding) is the art and science of writing hidden 

messages in such a way that no one, apart from the sender and intended recipient, suspects the 

existence of the message; thus, it is a form of security through obscurity. In this kind of 

technique, secret information is embedded or hidden into some cover objects. There are 

different types of cover objects, including text [1, 2, 3, 4], audio, images [5, 6, 7, 8], and video.  

With the rapid development of Internet, information-hiding techniques have become a 

topic of intense interest to those in the domain of information security. Massive amounts of 

text data are transferred or exchanged on the Internet every day, which makes it a very 

important to be able to use text as cover objects. Therefore, our focus in this paper is on the use 

of text as cover objects. Methods for hiding information in to text files usually modify the 

"cover text" to hide information, which makes the modified text file into what is known as 

"stego-text." For example, text size, spacing, font, or other characteristics of the text can be 

modified to contain the hidden information. However, compared to image or audio, text based 

information-hiding is considered to be the most difficult type due to the lack of redundancy in 

the text. To overcome this difficulty, several methods for hiding information into text have 

been proposed in recent years[3, 10, 16, 18, 19].  

In 1998, Chapman proposed a method to disguise sensitive data as normal communications 

to thwart the censorship of sensitive data. He developed a software system called NICETEXT 

for transforming sensitive data into “harmless looking” natural language text consisting of 

sentences in English [2]. It also invented a system called SCRAMBLE for recovering the input, 

which is the original sensitive data, to NICETEXT. The success of NICETEXT system relies 

on large code dictionaries consisting of words categorized by type. Maher [9] implemented 

another text data-hiding system called TEXTO, which was designed to transform ASCII data 

into English sentences. In 2003, Wu and Huang [16] proposed a Markov-chain-based hiding 

strategy that regards the generation of text as a signal transmission from a Markov signal 

source. The secret messages can be embedded into  the text according to a state transfer chart, 

which can be build in the Markov signal source from sample text. In 2004, Sun et al. [13] 

proposed a scheme using the left and right components of Chinese characters. Their scheme 

chooses those characters that have left and right components as candidates in which to hide 

secrets. Wang et al.[14] introduced a reversible, information-hiding scheme using left-right 

and up-down Chinese character set (L-R and U-D scheme) in 2009. The L-R and U-D scheme 

[14] includes a reversibility function and improves the hiding capacity of previous data-hiding 

methods [2, 3, 10, 16, 17]. However, the L-R and U-D scheme has some drawbacks that can be 

improved upon. The first one is that its visual steganographic effectiveness is not very good. 

The reassembling of the separate components of the Chinese characters causes deformation of 

the font, which makes it easy for attackers to visually distinguish the difference between the 

stego-text and the original text. The second drawback is that the scheme’s embedding and 

extracting procedure requires that the distances of the components of the characters be 

adjusted in Microsoft Word
@

, which is a complex procedure. 

Since about 20% of the people in the world use Chinese characters and most of these 

people use Microsoft Word
@

 as the file tool, it is worthwhile to focus on the use of Chinese 

text files for information hiding via Microsoft Word
@

. In order to solve the above problems 

associated with Wang et al.’s scheme and to further improve its performance, we propose a 

novel scheme that uses look-alike Chinese characters in the simplified pattern and in the 

traditional pattern to hide information. As we know, each Chinese character has a simplified 
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pattern and a traditional pattern, and, we found statistically that about 50% of the 

commonly-used Chinese characters have simplified patterns and traditional patterns that 

lookalike. In Microsoft Word
@

, there is a method for encoding Chinese characters, known as 

BIG 5, that is used for the traditional Chinese characters in Taiwan, Hong Kong, and Macau. 

Mainland China, which uses simplified Chinese characters, uses GB2312 instead. In our 

proposed scheme, the information is embedded by changing the method of encoding the 

look-alike Chinese characters in the cover text.  Since the encoding transformation operation 

between the traditional and simplified pattern in Microsoft Word
@ 

is very simple, the proposed 

scheme achieves the goal of creating a simple process for embedding information. Our 

experimental results provided sufficient positive data to support the claim that the proposed 

scheme offers better visual steganographic effectiveness than Wang et al.’s L-R and U-D 

scheme, and our scheme is easier to use. The rest of this paper is organized as follows. 

Section2 briefly describes Wang et al.’s L-R and U-D scheme [14]. Then, the data embedding 

and extracting procedures of our proposed scheme are demonstrated in Section 3. Section 4 

presents our experimental results, and our concluding remarks are given in Section 5. 

2. Previous Work 

In this section, we briefly review Wang et al.’s L-R and U-D scheme. They proposed a 

reversible, information-hiding scheme using left–right and up–down representations of 

Chinese characters.  

The L-R and U-D scheme uses the mathematical expression of Chinese characters to hide 

the information into a text file. The mathematical expression of Chinese characters [12] was 

introduced into linguistic steganography by Sun, Lou, and Huang. The mathematical 

expression in their L-R scheme helps their scheme [13] achieves better hiding capacity and 

robustness than some other methods for hiding data in text [2, 17 ]. 

Wang et al.’s scheme used the mathematical expression from Sun et al.’s L-R scheme, and 

they added the up and down components of the Chinese characters to the candidate set. To 

overcome the two drawbacks of Sun et al.’s scheme, they added a reversibility function and 

designed a simple strategy for data extraction. During the embedding phase, their scheme 

chooses those characters with left and right components and up and down components as 

candidates in which to hide the secrets, as shown in Fig. 1 [14]. First, the encoder scans the 

text to obtain the Chinese character, and then it judges whether the current character that is 

being processed is a candidate character or not. If it is, then, if the secret is ‘0,’ the L-R and 

U-D scheme keeps the candidate character’s original appearance; otherwise, the encoder uses 

the hiding function to hide the secret data ‘1’ into the current embeddable character. 

http://en.wikipedia.org/wiki/Chinese_character_encoding
http://en.wikipedia.org/wiki/Chinese_character_encoding
http://en.wikipedia.org/wiki/Traditional_Chinese_character
http://en.wikipedia.org/wiki/Taiwan
http://en.wikipedia.org/wiki/Hong_Kong
http://en.wikipedia.org/wiki/Macau
http://en.wikipedia.org/wiki/Mainland_China
http://en.wikipedia.org/wiki/Simplified_Chinese_Characters
http://en.wikipedia.org/wiki/GB2312
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Fig. 1. Flowchart of Wang et al.’s data embedding scheme 

 

The hiding function consists of two steps. In the first step, the encoder outputs the 

character’s appearance by its two basic components’ appearances, which can be either L-R or 

U-D structure. In the second step, the encoder uses Microsoft Word
@

’s character modification 

tool to change the spacing between the two glyphs, so that the two separate glyphs look like a 

single character rather than two separate characters. During the extracting phase, the proposed 

extracting procedure has two parts. The first is to extract the hidden secret, as shown in Fig. 2, 

and the second is to restore the cover text from the stego-text, as shown in Fig. 3. 
 

 
Fig. 2. Flowchart of Wang et al.’s secret data extracting procedure 
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Fig. 3. Flowchart showing the procedure for restoring the cover text in Wang et al.’s embedding 

scheme 

 
In the extracting procedure, the decoder builds a new, unformatted, text file and copies the 

content of the stego-text into it. Then, the decoder compares the contents of the unformatted 

text file and the stego-text file. The decoder scans the two different types of text 

simultaneously and builds a new text file, called the cover text file, to record the original cover 

text. If the two scanned characters are the same in the unformatted-text file and the stego-text 

file, the decoder copies the characters to the cover text file. If the character is an L-R or U-D 

structure character, the receiver extracts the bit ‘‘0” as the secret datum. Otherwise, if the 

characters are different in both texts, the decoder extracts bit ‘‘1” as the secret datum. Then, 

the decoder records the character that is currently being processed and its next character using 

the mathematical expression function, and the decoder determines which character can be 

divided into these two recorded characters. Finally, the decoder outputs the character that it 

found to the cover-text file. At the end of the extracting procedure, the receiver obtains two 

useful texts, i.e., the secret data and the original cover text. 

 

3. The Proposed Scheme for Hiding Data In The Text 

In this section, we present a detailed description of our proposed scheme that makes the 

embedding and extracting procedures for Chinese characters very simple and that provides 

significant improvement in the visual steganographic effectiveness.  

By analyzing  Chinese characters’ traditional and simplified forms one by one in Microsoft
  

Word
@

, we obtained two sets, i.e., a set of candidate characters to be used to embed data that 

have simplified patterns and traditional patterns that lookalike and a set of characters for which 

the two patterns are distinctly different. In Table 1, we listed some characters encoded in BIG 

5 and in GB 2312 as examples to explain which candidate characters are defined as lookalike 

characters. In the list, “candidate characters” stands for the characters for which the simplified 

patterns encoded in GB 2312 have the same appearance with their corresponding traditional 

patterns encoded in BIG 5, while “non-candidate characters” identifies the characters that had 

distinctly different appearances in the two patterns. 
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Table 1. Examples of candidate characters and non-candidate characters 

 

 

Appearance of GB 

2312 encoded 

characters 

Codes for GB 

2312 encoded 

characters 

Appearance of 

BIG 5 encoded 

characters 

Codes of BIG 5 

encoded 

characters 

candidate 

characters 

大 2083 大 A46A 

日 4053 日 A4E9 

止 5425 止 A4EE 

non-candidate 

characters 

并 1802 并 A8C3 

证 5404 证 C3D2 

说 4321 说 BBA1 

 
In this paper, we used the characters in the candidate set to hide information into the cover 

text. Before the data embedding and extracting phases, we had to determine which encoded 

standard, BIG 5 or GB 2312, is used in the Chinese cover text. We assumed that the input 

cover text was encoded in GB 2312.The following parts of the paper are subject to this 

assumption unless other information is provided. If the cover text is encoded by BIG 5 at first, 

then the process is almost the same as that of GB 2312 encoded cover text; the only difference 

is that the way in which the corresponding encoding of the lookalike character was adjusted 

according to the information to be embedded. After determining which encoded standard to 

use in the Chinese cover text, we used that standard to design efficient data embedding and 

extracting procedures, which are described in Sections 3.1 and 3.2, respectively. 

3.1 Embedding Procedure 

First, the encoder scans the text to obtain a Chinese character, then judges whether the 

character that is currently being processed is embeddable or not. Here, “embeddable” means 

that the Chinese character that is currently being processed is encoded by GB 2312 and has the 

lookalike appearance with its traditional pattern, which is encoded by BIG 5. The judgment is 

implemented by using Word’s tool for making the transformation between the traditional 

Chinese character and the simplified Chinese character. If the result is positive, the encoder 

hides the secret datum into the current embeddable character by using the data embedding 

procedure; otherwise, the encoder outputs the character to the stego-text directly and then 

moves to the next Chinese character. In the secret data hiding procedure, first, the encoder 

extracts one bit from the information to be embedded. Second, if the extracted bit is ‘0’, the 

encoder outputs the current Chinese character into the stego-text without modifying it; 

otherwise, the encoder transforms the current Chinese character into its traditional version by 

using Microsoft
 
Word

@
’s transforming tool to convert the the simplified Chinese character to 

its traditional version.  

The following example illustrates how this data-embedding procedure works. Let us 

assume that the content of the cover text is “天气阴暗”, all of which are presented in the 

simplified pattern. First, the encoder scans the text to obtain the first character, which it reads 

as “天”, and then, the encoder determines whether the character has the lookalike appearance 

as its traditional pattern. The answer is positive, so the encoder hides a secret bit in the 
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character. Assume that the secret data to be embedded is “10.” The first secret bit “1” is 

embedded into “天” by outputting its traditional pattern “天” into the stego-text. Then, the 

encoder reads the second character in the text, which is“气”, and its traditional pattern is “氣”, 

which has an appearance that is quite different from “气”. The encoder program judges this 

character as a non-candidate character and outputs the character directly to the stego-text 

without embedding any secret data. The next character is “阴”, which has the traditional 

pattern “陰”, the pattern of which also is obviously different from “阴”, so the encoder outputs 

the original character to the stego-text. When the encoder reads “暗”, which belongs to the 

candidate character set and the second secret bit to be embedded is “0,” the encoder embeds 

“0” into “暗” by outputting it in the form of the simplified pattern. In the end, it is difficult for 

the human eye to recognize the difference between the stego-text “天气阴暗” and the cover 

text “天气阴暗.” On the other hand, if the text is “天氣陰暗”, which all presented in 

traditional pattern, is used as the cover text and the secret data ‘10’ is to be embedded into it, 

then the stego text  “天氣陰暗” can be obtained by adopting our proposed secret embedding 

procedure. 

3.2. Extracting Procedure 

In the extracting procedure, the decoder scans the characters in the stego-text. If the 

simplified pattern of the scanned character and the traditional pattern of the scanned character 

do not lookalike, the decoder copies the characters to the reconstructed cover text file. If the 

two patterns of the character have the same appearance and if the character is presented in the 

simplified pattern form, which means it is encoded by GB 2312, the decoder extracts “0” as the 

secret bit and outputs the character directly into the reconstructed cover text file. Otherwise, if 

the character is a traditional Chinese character encoded by BIG 5, the decoder extracts “1” as 

the secret data and outputs the character’s simplified version into the reconstructed cover text 

file. The next paragraph gives an example to illustrate our data extracting procedure. 

Let us consider the example given earlier in Section 3. The stego-text is “天气阴暗”. First, 

the decoder scans the character“天”, which is a candidate character encoded by BIG 5 since it 

has the lookalike appearance as its simplified pattern. The judgment is made by using 

Microsoft
 
Word

@
’s transforming tool to convert the traditional Chinese character to the 

simplified Chinese character. Then, the decoder extracts “1” as the hidden secret data and 

outputs the simplified pattern of “天” into the reconstructed cover text file. The second 

scanned character, “气”, is not a candidate character, so the decoder outputs “气” without any 

changes to the reconstructed cover text. The next scanned character is “阴”,  which is not a 

candidate character either, so the decoder outputs it directly to the reconstructed cover text. 

The last character “暗” is a candidate character, and it is presented in simplified pattern, so the 

decoder extracts “0” as the hidden secret bit and outputs “暗” directly to the reconstructed 

cover text. Finally, the decoder obtains the lossless, reconstructed cover text “天气阴暗” and 

the secret data “10.” 

4. Experimental Results 

In this paper, we used Microsoft Word 2007
@

 to implement both the proposed scheme and 

Wang et al.’s scheme. The first test cover text is shown in Fig. 4. 
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Fig. 4. Cover text 

 

 
Fig. 5. Stego-text of Wang et al.’s scheme 

 

 
Fig. 6. Stego-text of our proposed scheme 

 

In this cover text, there are 278 Chinese characters, 147 of which are candidate characters 

in the proposed scheme. So, there are 147 secret bits that can be embedded into the cover text 

by utilizing the proposed scheme. Since there are 115 L-R and U-D Chinese characters in the 

cover text, Wang et al.’s scheme can embed 115 secret bits. Obviously, in this example, our 

proposed scheme has a higher hiding capacity than Wang et al.’s scheme. In statistic, our 

proposed scheme’s look-alike, traditional, simplified Chinese characters make up 50% of the 

total characters, which means the amount of the secret data can be embedded is about a half 

size of the cover text without making any expansion to it. We assume that the secret data to be 

embedded into Fig. 4 are “00011011.” Fig. 5 shows the stego-text for Wang et al.’s scheme 

after the secret bits have been embedded, and Fig. 6 shows the stego-text for our proposed 

scheme after the secret bits have been embedded. By observing the two sets of stego-text, it is 

apparent that the characters, which were used to embedded secret bit ‘1’, looks unnormal due 
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to the components’ space adjustment in Wang et al.’s scheme, while those characters appear 

no different from their shapes in the cover text by using the proposed scheme. Therefore, the 

visual steganographic effectiveness of our proposed scheme is much better than that of Wang 

et al.’s scheme. In addition, during the implemetation of Wang et al.’s scheme, we found that 

the modification tool used to adjust the appearance of the characters for Wang et al.’s scheme 

is more difficult to implement than the transformation tool used in the proposed scheme. Since 

adjusting the distances between the components of a character is a very complex procedure, 

especially for characters with the up-down structure, it is more convenient and effective that 

this can be accomplished in our proposed scheme just by pressing the transformation tool 

button in Microsoft
 
Word

@
. 

To further demonstrate our scheme’s advantage, we use other three different types of cover 

texts to test the visual steganographic effectiveness and the hiding capacity between our 

proposed scheme and Wang et al.’s scheme. Fig. 7 shows the cover texts, the cover text 1 is a 

paragraph obtained from a novel, the cover text 2 is a paragraph cited from the news paper, and 

the cover text 3 is a paragraph extracted from a science journal. Fig. 8 shows the 

corresponding stego-texts generated by our proposed scheme. From Table 2, we can see that 

when the same cover text is adopted, comparing with Wang et al’s scheme, the occupied 

memory of the stego-text generated by our proposed scheme is smaller than 13 KB in average, 

while the required memory of the stego-text generated by Wang et al.’s scheme is about 35 KB 

in average. In terms of hiding capacity, Wang et al.’s scheme only hides about 37 bits in 

average, but ours hides about 84 bits in average which means the hiding capacity of ours is 

over about two times of Wang et al.’s scheme when the test cover texts are used. 

 

 
Fig. 7. Three cover texts. 
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Fig. 8. The stego-texts with their embedded bits. 

 

Table 2. The performance results of the Wang et al.’s scheme and the proposed scheme 

 

 
Wang et al.’s 

scheme 

The proposed 

scheme 

Wang et al.’s 

scheme 

The proposed 

scheme 

Cover text 1 34.2 11.7 53 78 

Cover text 2 36.4 12.1 39 81 

Cover text 3 36.4 12.1 41 89 

average 35.7 12.0 44.3 82.7 

  

5. Conclusion 

In recent years, text data hiding technology has increased at an astounding rate. The 

requirements for text hiding schemes are becoming more and more stringent in terms of hiding 

capacity, effectiveness, robustness, and usability. Therefore, in this paper, we proposed a 

simple and more secure data embedding scheme for text. To improve the visual 
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steganographic effectiveness and capacity of Wang et al.’s scheme, we proposed the 

transformation between traditional and simplified patterns of the same characters, since there 

is a set of Chinese characters that lookalike when they are encoded by GB 2312 and by BIG 5, 

and, all we have to do to transform the character between its simplified pattern and its 

traditional pattern is to press the transformation button in Microsoft Word
@

. The proposed 

scheme makes the embedding and extracting procedure reversible, and the original cover text 

can be easily derived after the secret data are extracted. In addition, based on the experimental 

results we obtained, our scheme improved the hiding capacity to some extent. Furthermore, 

the most significant difference between our proposed scheme and Wang et al.’s scheme is that 

we can use the transformation tool instead of dividing and merging the two neighboring 

component characters in the stego-text and revising the distance between them, which is 

difficult and time-consuming to accomplish. 

In conclusion, by transforming traditional and simplified Chinese characters, our hiding 

scheme improves the visual steganographic effectiveness and hiding capacity, reduces the 

memory required for embedding information, and offers a simple and reversible embedding 

and extracting procedure. The experimental results prove that our proposed scheme has a 

powerful advantage over the L-R and U-D scheme. 
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