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Abstract

Smart home systems provide a safe, comfortable, and convenient living environment for
users, whereby users enjoy featured home services supported by the data collected and
generated by smart devices in smart home systems. However, existing smart devices lack
sufficient protection in terms of data security and privacy, and challenging security and
privacy issues inevitably emerge when using these data. This article aims to address these
challenging issues by proposing a private blockchain-based access control (PBAC) scheme.
PBAC involves employing a private blockchain to provide an unforgeable and auditable
foundation for smart home systems, that can thwart illegal data access, and ensure the
accuracy, integrity, and timeliness of access records. A detailed security analysis shows that
PBAC could preserve data security against various attacks. In addition, we conduct a
comprehensive performance evaluation to demonstrate that PBAC is feasible and efficient.
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1. Introduction

Smart home systems provide residents with a safe, comfortable, and convenient living

environment [1]. In such systems, many smart devices and sensors continually generate data,
monitor the space and interact with one another. Data on home residents’ daily behaviors are
automatically collected for third-party service providers to deliver featured home services, as
elaborated in [2, 3, 4, 5, 6]. For example, a home owner who wishes to leave his or her home
for a period of time can request housekeeping services from a service provider. The service
provider can use the data (such as monitoring data generated by a smoke sensor) generated
by the smart devices and the sensors of a smart home system to monitor the home on behalf
of the home owner.

Among the data generated by smart home systems, some information (such as meter data,
which can be used to determine whether anyone is at home) is very personal and sensitive
and must be protected to prevent the occurrence of abuses, such as illegal access and
modification. However, recent reports have shown that existing smart devices do not
sufficiently ensure data security or privacy [7, 8, 9], and critical security and privacy
concerns related to data access issues have been raised [10, 11, 12, 13]. This issue is further
exacerbated by smart devices always being resource-limited. Therefore, protecting the data
privacy and security of such devices is more challenging than ever before. Another important
guestion concerns whether service providers honestly deliver requested home services during
the scheduled periods. An irresponsible service provider that is regularly absent during
service periods can cause serious issues for a home owner. As such, a secure, efficient, and
auditable access control method must be employed to ensure data privacy and protection
from illegal access, leaks and service provider misconduct [14, 15].

The data access and acquisition processes of the service provider can be modeled as a
sequence of access records that present details regarding the data generated and utilized for
the service. However, access records are not useful when they cannot be trusted, and it is
inadvisable to trust access records without receiving proper protection. For example, a
malicious service provider can access sensitive but unnecessary data through a home service
while denying engaging in such misbehavior later, or a misbehaving home owner might
forge an access record to circumvent a service provider. Therefore, it is crucial to guarantee
the integrity and unforgeability of access records.

To protect access records from forgery and illegal modification, a potential solution
involves requiring that an access record be signed by both the smart device and the service
provider. However, signature techniques cannot ensure the timeliness of access records, as a
signature generated at one time can be regenerated at any later point in time. In reality, it is
more important to know when an access record was generated than the type of record that it
was. Therefore, protecting access record security via signature techniques could be
insufficient.

In this article, we propose a secure and auditable access control scheme for smart home
systems called PBAC. To protect the data generated by smart devices in smart home systems
against illegal access, PBAC utilizes a secure authentication mechanism to verify the validity
of service providers. lllegal service providers cannot pass the authentication test to violate
data privacy and security. To audit the integrity, accuracy, and timeliness of access records,
PBAC uses the blockchain technique, whereby each access record is recorded in a
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blockchain once it is generated and authenticated. Because a blockchain is inherently
verifiable and is resistant to the modification of chained blocks and because each record is
time-stamped once it is recorded in the chain, the integrity, accuracy, and timeliness of
chained access records cannot be compromised by home owners or malicious service
providers.

As part of our contribution, we propose a private blockchain structure as an underlying
primitive that we believe might be of independent interest. A public blockchain mainly
differs from a private blockchain with respect to who plays the role of the miner to verify the
validity of the data to be chained and to maintain the blockchain. In a public blockchain such
as Bitcoin, any participant in a network can become a miner. In a private blockchain, only
authorized participants can become miners, indicating that the threat model of a private
blockchain is different from that of a public blockchain.

Specifically, the contributions of this work are as follows.

- We design a private blockchain with a different architecture from that of existing public

blockchains. Compared to existing public blockchains, the proposed private blockchain is
more efficient in terms of its computational overhead and storage costs.

- We propose a secure and auditable access control scheme designed for smart home

systems based on the proposed private blockchain referred to as PBAC. PBAC ensures
protection from illegal data access and enables the integrity, accuracy, and timeliness of
access records to be audited by the smart home administrator. We present a security
analysis to demonstrate that PBAC can remain secure and protected against various
attacks. We also conduct a comprehensive performance evaluation and show that PBAC
is highly efficient.

The remainder of this article is organized as follows. We review the related research in
Section 2, and we present preliminaries in Section 3. In Section 4, we describe the
construction of a private blockchain. We then describe PBAC in Section 5. We analyze the
security level of PBAC in Section 6, and we evaluate the system’s performance in Section 7.
Finally, we draw conclusions and present avenues for future research in Section 8.

2. Related Work

To ease the data management burdens related to the use of local devices while enjoying the
comfort and convenience of smart homes, smart home owners typically outsource such data to
external service providers, as elaborated in [16]. In 2015, Li et al. [5] proposed a smart home
monitoring system that analyzes sensor data to limit unnecessary energy consumption. Sendra
et al. [6] used smart sensors to monitor children with chronic illnesses to reduce the costs of
artificial entitlements. In 2017, Wu et al. [17] predicted future events based on historical data
drawn from sensors and smart devices to reduce the likelihood of malicious events occurring.

However, large-scale personal data outsourcing introduces security risks to smart home
environments. To protect the personal privacy of residents, many access control schemes for
smart homes have been proposed. In 2012, Kim et al. [18] integrated a new access control
model for specific smart home conditions that was designed to seamlessly integrate
heterogeneous protocols and devices from different vendors. The proposed model largely
addresses problems related to a lack of communication standards for smart homes. In 2013, Ur
et al. [19] introduced an access control system for different devices used in smart homes and
noted that none of these systems fully support user access to the home. They then discussed
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feasible means of managing access control in smart homes. Fysarakis et al. [20, 21] proposed
web service access control systems for devices in 2015 and a cross-domain resource sharing
and access control framework for smart environments in 2016 based on the application of
extensible access control markup language and device profiles for web services. Their
schemes facilitate heterogeneous intelligent device interactions and granular access control
management. However, interactions among owners, administrators, visitors, and smart
devices can be controversial in relation to smart home access. In 2017, Ouaddah et al. [22, 23]
proposed an access control framework based on blockchain named Fairaccess, where smart
contracts in the blockchain were used to distribute access tokens. Because Fairaccess only
supports the authorization based on a token, the time involved in obtaining access licenses is
high. Whereafter, Pinno et al. [24] pointed out that Fairaccess lacks the integration of access
control and appropriate relational networks that are of great importance in the collaborative
and integrated Internet of things. In addition, issues regarding data storage and immutable
records access remain a challenge. In 2017, Dorri et al. [25] claimed that they had proposed an
optimized blockchain instantiation for the 10T called a “lightweight scalable blockchain.”
However, the construction of this scalable blockchain and its related security certificates were
not provided.

3. Preliminaries

In this section, we define the system model and threat model, briefly describe
blockchains, and present our design goals.

3.1 System Model

The system model of our scheme is shown in Fig. 1, and it involves three entities: a
smart home administrator, many smart devices, and a visitor. Note that, for the access
control scheme, we define the aforementioned service provider as a visitor because, when the
scenario in the Introduction is modeled as an access control model, the service provider in
the scenario corresponds to the visitor in the access control model.

Smart Home 1

|
|
- | L —
policy ' —

| <7i‘!lc_"£-i-‘, RS-
| I Attribute Query : - ion Re st “
1 onticd . e
m Auther Visitor

=
e
Ve
N
LA
wn

part Home M |

|

[ VSn

\
w |
| al T oy E I
- =1
\ Hash = 7| Hash T~ Hash = !
) o ~ ash = |
‘ 2 2 g !
| = = =
| ] - - .
|
I

Fig. 1. System model



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 12, NO. 12, December 2018 6061

A smart home administrator is an online home server with access to numerous resources
that manage access control for smart home systems, including maintaining access control
policies, verifying visitor identities, and managing smart devices.

Smart devices, which are resource-constrained, collect data on residents living in a smart
home environment. Any smart device provides a visitor with the requested data when a
visitor possesses the access token distributed by an administrator.

A visitor requests data from smart devices, and these data are used to deliver services to
the smart home owner. The visitor receives smart device data only when he or she has
legitimate access rights. However, the visitor can attempt to access data that extend beyond
access rights or can forge access records to deceive the smart home owner. In addition, the
visitor maintains the private blockchain of storage requested data and access records. When a
visitor serves multiple smart homes, the visitor maintains a private blockchain, and all of the
administrators involved can access it.

Next, we briefly illustrate how a visitor accesses smart devices. In our scenario, the home
owner who wishes to leave his or her home for a period of time can request housekeeping
services from a service provider. The service provider, as a visitor, can use the data
generated by the smart devices and the sensors of a smart home system to monitor the home
on behalf of the home owner. Specifically, the visitor sends an authentication request to the
administrator. After verifying the visitor’s legitimacy, the administrator queries the access
control policy. When the visitor’s data request does not exceed his or her rights, the
administrator assigns the visitor a token and a corresponding key to access smart devices.
Then, upon receiving the visitor’s data request, all of the smart devices involved send the
requested data package to the visitor, and send the same data to the administrator backup.
Finally, the visitor stores all of the access records in a block of the private blockchain after the
administrator and the visitor reaches consensus on the requested data package and access
record.

A formal definition of the proposed scheme is provided as follows.

Definition 1. PBAC involves five algorithms: Initialization, Authentication, Access,
Blockgen, and Revocation.

Initialization. Based on the input security parameter, Initialization establishes the
necessary parameters used in the following algorithms.

Authentication. Authentication completes the two-way authentication between the smart
home administrator and the visitor.

Access. Access ensures that the visitor obtains data blocks from the involved smart
devices.

Blockgen. Blockgen ensures that the visitor generates a block of the private blockchain for
the visitor and administrator.

Revocation: Revocation completes the revocation of a visitor’s access rights.

3.2 Threat Model

In relation to the threat model, we discuss two types of adversaries: internal and external.
We assume that both internal and external adversaries can request access from a smart home
owner, from an administrator, and from smart devices.

Internal adversaries.

- Compromised administrator. An adversary can control the administrator, extract keys
saved by the administrator, and disrupt the private blockchain. Since the administrator is a
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highly resourceful server, we assume that the computational cost of damaging the
administrator is greater than the value of the keys and data that it saves.

- Controlled smart device. Due to limited resources regarding smart devices, an

adversary can manipulate smart devices to perform malicious actions. The adversary can
intercept communications between smart devices and other entities, obtain keys saved by
certain smart devices, or change the data stored on smart devices. However, we assume that
the controlled smart device is discovered when the administrator shares the key again.

- Semi-trusted visitor. We assume that the visitor’s identity is legal. However, the
visitor can launch two attacks:

1. Attempt to access the device data extending beyond its own privileges. After
receiving a token to access smart devices, the visitor sends an unreasonable access request
to smart devices to attempt to view the owner’s privacy rights or to obtain benefits. Here,
we consider a special case in which a visitor still initiates an access request after his or her
token or the assigned key expires. We view this behavior as an attack.

2. Forge access records. To save access overhead, the visitor forges access records to
deceive the smart home owner and obtain service fees.

External adversaries.

- Online adversary. Such an adversary can control communications between entities of

the system model. He or she can also pretend to be a visitor to request smart device data or
even to destroy private blockchains.

3.3 Blockchain

Blockchains are well known for their outstanding manifestations in relation to a variety
of cryptocurrency systems, such as Bitcoin [26], Ethereum [27], and Litecoin [28]. In the
Bitcoin system, the public blockchain is an immutable ledger used to record transactions.
Such transactions refer to the state of users in the system and users can conduct transactions
without the help of a central authority. Structurally speaking, the public blockchain is
composed of a one-way linear set of data units, in which each unit of data is called a block.
Each block contains a pointer preblockhash that points to the previous block, a timestamp
that records the time at which the current block was chained to the blockchain, and multiple
transactions that record approved transactions.

Depending on the type of participants involved, blockchains are currently divided into
two types: private (including consortium blockchains) and public. In the Bitcoin system,
each participant can become a miner. Some miners verify the validity of each transaction and
maintain the blockchain. A transaction can be recorded in the blockchain only when it has
been approved and accepted by most (more than 50%) of the miners. Meanwhile, all the
blocks are linked in chronological order, and are protected by cryptographic hash functions
for integrity. Thus, the blockchain is inherently verifiable and resistant to tampering with
recorded transactions. More information on public blockchains can be found in [29, 30, 31].
In a private blockchain, only authorized participants can become miners. Because of the
limited resources of participants in a private chain, additional technological tools are often
needed to ensure chain robustness.
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3.4 Design Goals

In this article, we focus on access control in a smart home environment in relation to the
following challenges.

1. Ensuring the safety of smart devices and of smart homes. A smart home system that
allows for external server access is a semi-open environment; therefore, such a system can be
attacked by insiders and outsiders. Moreover, smart device resources are limited and are thus
insufficient to ensure data security. Therefore, the proposed scheme should be able to
withstand all attacks on the threat model.

2. Verifying the credibility and integrity of access records. To enjoy personal services on
demand, the smart home owner allows the service provider to access smart device data.
However, the service provider can forge access records to cheat the home owner in an
attempt to save access overhead. In addition, the home owner may not wish to pay service
fees and may thus tamper with the service provider’s access records to deny services.
Therefore, the integral storage of visitor access records should be fully considered.

3. Improving the efficiency of a visitor’s access to smart devices. After verifying a
service provider’s access rights, the administrator sends data requests to the smart devices
and then aggregates all of the data to forward to the visitor. When we employ the typically
used method to obtain data, a larger number of involved smart devices corresponds to a
longer delay in the access process. Therefore, the efficiency of a device’s access through a
smart home system must be significantly improved.

To ensure secure and efficient access and control in a smart home environment via the
above threat model, PBAC should achieve the following goals:

Functionality: The smart home administrator can engage in access control for the smart
home. The visitor can store the device data and access records of the private blockchain, and
all of the administrators involved can access the blockchain.

Security: Security should hold under the threat model described in Section 3.2.
Specifically, PBAC should meet the following security requirements: (i) communications
between visitors and smart home entities (administrator and devices) must satisfy
confidentiality requirements, indicating that only the two parties with a key can read
communication messages; (ii) visitors and the administrator can authenticate one another; (iii)
visitors’ access behaviors satisfy non-repudiation requirements; thus, undeniable access
records are used to verify the authenticity of claims made by an entity; and (iv) devices are
anonymous during communication with visitors. This rule suggests that external adversaries
do not know which devices communicate with visitors.

Efficiency: Visitors can obtain requested device data of low latency. The smart home
administrator can quickly determine the legitimacy of a visitor’s identity, and can efficiently
verify the validity of a visitor’s signature on access data.

4. Private Blockchain Construction

4.1 Private Blockchain

Before introducing the private blockchain that we have constructed, we briefly review
the (public) blockchain described in Section 3.3. A public blockchain, which is an immutable
public record, is robust when all miners sacrifice large computational overhead and
communication costs. However, in our scenario, neither the visitor nor the administrator has
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sufficient resources to apply the proof-of-work mechanism [26]. Moreover, we ask only the
visitor and smart home administrator to authenticate access records, not all participants in the
network. For the above reasons, we construct a new private blockchain to ensure the
integrity of the device data and access records as shown in Fig. 2 Pilkington et al. [29]
discussed the distinctions between public and private blockchains in greater detail, and these
distinctions are not discussed here.
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Fig. 2. Private blockchain structure

Our private blockchain is a private ledger managed and maintained by the administrator,
and it is open to administrator(s). This blockchain employs a policy header with an access
control list. Further information is shown in Fig. 3. The list saves the identities of legitimate
visitors and the levels of access that the owner allows with in the home. In addition, our
private blockchain stores the access records of transactions that involve different devices
and/or different administrators (corresponding to different smart homes), which are
discussed in Section 5.3.

Policy header
Requester ID: Requested Device ID: Action: Permission
1Da : 1Ds : read 0 Allow
Dy 1De : o write : Deny
s De : read @ Allow

Fig. 3. Policy header

To clearly illustrate the constructed private blockchain, we elaborate on the block
structures of the private and public blockchains of the Bitcoin system in detail, as shown in
Fig. 4, in which red-framed and dark items highlight the differences.
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a. Block structure of b. Block structure of
private blockchain public blockchain

Fig. 4. Block structures of a private blockchain and of a public blockchain

1. We remove the nonce from the public blockchain. In a public blockchain, miners collect
transactions in a block, vary a nonce until one solves the given hash puzzle and employ
the proof-of-work mechanism to reach a consensus. However, in our scenario, an
approach applying a low overhead can be used to convince the visitor and administrator
of the credibility of stored data.
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2. We remove the Merkle root from the public blockchain. As the number of Bitcoin
transactions continues to increase, blocks maintain a uniform block size by Bitcoin
supporting a simplified payment process [26] based on Merkle trees [32]. However, in a
smart home system, smart home device data and visitor access records are uniformly
generated over time and are not large. Thus, a private blockchain does not need to use the
above method to limit block sizes.

3. We add signatures to the data of an entire block of the private blockchain. In the public
blockchain, the proof-of-work tool is used as a consensus mechanism to guarantee the
authenticity and non-repudiation of transactions. However, since visitor and smart home
administrator resources are not unlimited in a smart home system, arbitrary additions and
deletions by malicious adversaries cannot be prevented. Therefore, to achieve a consensus
from all participants, we increase the signatures of the data of an entire block for
participants in storage blocks.

4. The public blockchain of the Bitcoin system employs a distributed timestamp service
similar to that of our private blockchain. However, in the access control of a smart home
system, the home owner does not emphasize the amount of time needed to generate a
block. The home owner instead determines the amount of time needed to request data and
provide services. Thus, we determine the time required for each access record and not for
an entire block.

Therefore, the private blockchain is also inherently verifiable and resistant to chained
block modifications, and the timeliness of chained access records cannot be compromised by
a home owner or by certain malicious service providers. In particular, the private blockchain
ensures that there is undeniable evidence that it is necessary to audit all access behaviors.
Even when the private blockchain is compromised, blockchain participants (visitors,
administrators) can quickly detect stored data that have been lost, which is crucial for
subsequent data recovery.

4.2 Private Blockchain Transactions

In the Bitcoin system, the status of users is represented by a series of messages referred to
as “transactions”. A transaction involves the transfer of currency from one user to another (or
to several) user(s). In our scheme, the data structure of a transaction (TX) includes two parts,
Data and Record, as shown in Fig. 5. Data are a collection of device data that visitors access at
a certain time. The Record is defined as a multi-signed access record for a visitor and
administrator authorized by the smart home owner.
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Fig. 5. Transaction
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5. Proposed Scheme

5.1 Overview of PBAC

We present PBAC to achieve efficient authentication, secure access, and integrated
storage. PBAC involves Initialization, Authentication, Access, Blockgen and Revocation.
The initialization algorithm generates the necessary parameters for the following procedure.
In the authentication algorithm, the administrator can quickly determine whether a visitor’s
identity is valid by comparing it with information included in a saved PK list and verifying
the visitor’s access rights. Specifically, the administrator checks the policy header to verify
the visitor’s access rights. When the request is valid, the administrator assigns the visitor a
key and token for accessing smart devices. The smart devices send data to the visitor based
on the token used in the access algorithm. In the Blockgen algorithm, the administrator and
visitor mutually verify the validity of the other signatures on the stored data. After verifying
the validity of the signatures, the visitor stores all of the data and signatures in the private
blockchain. Table 1 provides descriptions of the key notations used in PBAC.

Table 1. Notations and descriptions

Notation Description

ID. Unique global identity of an entity ¢

SC, (m) Signcryption® on data m using key %

(sk_, pk_) Signcryption and unsigncryption key of entity ¢

E (m) Message m is encrypted using key &

k Content keys for encrypting data

H Hash function H :{0,1}* — Z,

TX Transaction®

T Token generated by the administrator to access devices
| Concatenation operation

YIn the field of cryptography, signcryption is a public-key primitive that
simultaneously performs digital signatures and encryption.

ZIn this article, transactions differ from Bitcoin transactions, which involve a
signature message.

5.2 Basic PBAC Construction

Avisitor V' with identity 7D, , a smart home administrator with identity /D, , and a set

of smart devices D,,D,,..,D with identities ID,ID,,..,ID are involved in PBAC, as

shown in Fig. 6. In the Remarks section, we briefly describe the implementation of PBAC
when a visitor serves multiple smart homes (corresponding to multiple administrators

ALALL).
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Fig. 6. Basic PBAC procedure
Initialization.
- For security parameter ), the initialization algorithm selects groups G,,G, of prime
order p, symmetric encryption algorithm E (), signcryption algorithm SC' (), and hash

function H:{0,1}* — Z,. In particular, Para ={G,,G,,p,E_,SC, H}.

2
- A has an administrator-specific key pair (sk,,pk,), where sk, € G ,pk, € G,, and V

has a visitor-specific key pair (sk,,pk,), where sk, € G ,pk, €G,.

A shares K, with V and shares symmetric key k with device ID , where

ID, € {ID,ID,, ...,ID }; then it updates the local PK list and writes access control policies.

Authentication.
Step 1: Vsends A request

req, = ID,||SC (ID,,ID,,m) (1)
to authenticate the identity and access rights, where 7, is a random number.

Step 2: A inquires about the stored PK list. When V s included in the list, 4 uses
sk, and ID, to decrypt the signcryption message and checks V’s identity ID, and 1.
After checking the freshness of the message, A sends

assign = SC (k.. ID,,ID,, ED,hash,t,1,,1,) || T 2

VDi?

to V to assign key &, andtoken T, where T =E, (k

VDi?

ID,,ID, .t ,ED,m.)is a token
generated by A that is used to access ID., t Iis atimestamp, ED is the expiration
date of %, ,

hash, = H(ID,,ID,).

m, indicates the device data that the visitor is allowed to access, and
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Access.
Step 1: V sends the data request
reg, =T || E, (ID,,t,) A3)
to device ID,, where ¢, is a timestamp.
Step 2: D, decrypts token T with k£ to obtain a shared secret key %, and then
recovers the identity of the visitor 7D, . Next, D. sends V and A data package

¢ - E]"Vm

(ID.,m,,t.), ()]
where ¢ is a timestamp.
Blockgen.
Step 1: After auditing the integrity of m_ in ¢, V generates signature
Sign, = Sign, (ID,,m,.1,), (5)
and sends itto A, where ¢, is the timestamp of requesting device data m, .

Step 2: When V'’s signature on m, is valid, A generates M, = (ID,,ID,,m,,t

s by

t,) and
S, = Sign, (ID,,Sign, (ID,,m,.t,), t,) , where S represents the ordered multiple
signatures of V' and A found on an access record about m, , and M denotes the

collection of all ¢ in one access, where ; denotes that V' visits D, for the ;-th time.
Then A sends the entire j-block

block, = TX || Sign,, (TX ., hash,_,) (6)
to V, where 7X =(S M ) and TX ={TX ,TX ,..,TX }.
Je Jt Je J j1 j2 Ji

Step 3: After verifying the validity of A’s block signature and checking the authenticity
and integrity of  7'X, V calculates the block signature

Sign, = Signskv (TX,,hash,_,), (7)

and sends it to A. V then stores all of the data in the shared private blockchain, as shown in
Fig. 7.

Signgy, (TX;_y||hash;_5) | Signew, (TX;j||hash;_,)[]
Signg, (TX;_q||hash;_; ) Signe, (TX;||hash;_,)
’,—‘ o =1 e : —=o0
. hash;_, S hash;_, _L.g i
L g7 L=
e B
R d I - ! — - —
TX, ) |8 (S TX, |5, || 8,
PN 17 S M| Myl ]

Fig. 7. Structure of the PBAC private blockchain
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Revocation.
The revocation algorithm involves automatic and forcible revocation. After the expiration
date of key %, passes, a visitor’s authentication request is automatically marked as illegal.

Specifically, in step 1 of Access, after receiving the visitor's data request, the involved
devices will simply check whether the ED in the token T has expired. If the ED has expired,
the devices will not respond to the visitor's data request. When the visitor wants to continue
accessing the device data, he or she must sign a new request to authenticate again. However,
when a visitor’s authentication information is forcibly revoked for some reason prior to the
expiration date, the administrator updates the PK list, revises the access control policy and
informs the involved smart devices.

5.3 Multi-home PBAC Construction

In this section, we briefly describe a multi-home PBAC scheme with a visitor serving
multiple smart homes, in which the Authentication and Access algorithms are the same as
those in the basic PBAC scheme. We discuss the construction of a multi-home private
blockchain in detail.

A visitor maintains a private blockchain, which stores all of the relevant device data and
access records involving different smart homes. Note that, in this case, the device data for
different smart homes are stored in different blocks of the blockchain. The corresponding

administrators A, A4,,... involved have the right to access this blockchain. To avoid a
privacy issue, V uses key Ky shared with administrator A to encrypt data 7XX before

storing the data in the blockchain, instead of directly storing the data itself. As shown in Fig.
8, although administrator A can access the entire private blockchain, he or she can read

only the data related to his or her smart home, suchas 7. stored in Block ;.

Signge, (TX;||hash;_y) Signgy, (X||hash;_5)
Si_qnﬁkm(]")(d,||hush1,1) Signgy, (X||hash;_,)
C & |
Head Head Head Head
hash;_, ~H= =" "hash;_; o1 = =~ hush; A==~ hash;y Pl
.- - «-==" -7 e =~
Body - Body Body ra Body a
o - . Y —_— o - a _ .
Block j-1 Block j Block j+1 Block j+2

Fig. 8. Multi-home private blockchain structure

Typically, the administrators download the private blockchain locally, making it easy to
query for specific data entries and to provide evidence of non-repudiation. To conserve local
storage, multi-home PBAC advises administrators to download only the complete blocks
associated with a respective smart home, as well as other blocks’ headers.

5.4 Remarks

Using PBAC, we can combine the private blockchain and off-blockchain storage to
construct a storage structure that accesses records and accesses data. That is, only the access



6070 Xue et al.: Private Blockchain-Based Secure Access Control for Smart Home Systems

records are stored on the private blockchain, and large-size access data are stored in
off-blockchain storage, such as local storage or cloud storage. To a certain extent, the storage
structure provides a better trade-off between the verification efficiency of the blockchain and
the storage overhead. The details are not discussed here.

In the Blockgen algorithm, the verifier and administrator sign the access record and write
it into the block after verifying its authenticity and integrity. That is, the accuracy and
integrity of the access record are guaranteed by the cryptographic primitive “signcryption.”
The blockchain's inherent non-tampering and timeliness ensure the timeliness of the access
record written into the blockchain.

In addition, another efficient means of sending device data to the visitor is available.
After verifying the legitimacy of a visitor’s data request, the administrator can request data
from all of the involved smart devices and can then forward these data to the visitor. Note
that the administrator does not wait for all of the data to be collected completely before
forwarding them and instead receives the data from one device and then forwards them. This
approach reduces the costs associated with smart device use, including the computational
overhead for verifying the token and decrypting data requests, as well as the communication
overhead for sending data to visitors. Because the administrator is an online high-resource
server, we believe that sacrificing administrator resources to limit the resources consumed by
resource-constrained smart devices is reasonable.

In the authentication algorithm, the smart home administrator and visitor decrypt and
parse a signcryption message to verify each other’s identities. To simplify our description of
PBAC, we do not discuss the detailed signcryption method used to complete this step. Li’s
certificateless signcryption (CLSC) [33] and Barreto’s identity-based signcryption (IBSC) [34]
algorithms of two different construction methods are both secure, efficient and compatible with
PBAC. In Section 6.2, we apply CLSC and Barreto’s IBSC to demonstrate the feasibility of
our administrator algorithm.

6. Security Analysis

We believe that smart device data should meet the three minimum security requirements
required for any security design: confidentiality, integrity, and availability, i.e., CIA.
Confidentiality indicates that only authorized users can read messages. Integrity ensures that
a message is not tampered with during transmission. Availability denotes that services or
data are available when users need them. In addition to CIA security attributes, we consider
issues of authentication and anonymity. In this article, authentication indicates that the
administrator and visitors can authenticate one another. Anonymity involves maintaining the
secrecy of all of the accessed device identities except for those involving the visitor and
administrator. In relation to several typical security threat models, we discuss the
confidentiality and integrity of the data used, the availability of services and data, the
authentication of visitors and administrators, and the anonymity of smart devices. We
assume that an adversary cannot break an encryption or signature. We discuss in detail the
following threat models, including threats to availability, threats to authentication and threats
to anonymity, and we then analyze whether these include security threats to our scheme.

Theorem 1. If there exists an adversary A that can destroy the integrity of PBAC data,
then the collision resistant of the hash function is broken.

Proof. Assume that there exists an adversary A that can forge a hash value without knowing
the transaction details; then, we can construct another algorithm able to break the collision
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resistance of the hash function.

In the following game, we regard the hash function # as a random oracle, and each
transaction £, (TX) canonly query H once.

Setup: On inputting a security parameter k& , the challenger C generates the public
parameter Para and sends it to the adversary A .

Query: The adversary A can adaptively issue the following query to challenger C. The
A can ask for block information about any block, such as j-block information including

signatures Sign, (TX, || hash ) , Sign, (TX || hash_) , encrypted smart device data

E,,(TX,), and the hash value of the previous block hash . C' generates hash, and sends it
to A.
End game: Receiving a sets of block information other than E, (TX,), the adversary A

outputs a hash, under the % -block information. A wins if hash,_ sent by Ais valid and
differs from that of A while the challenger C does not reject it.

This outcome indicates that the adversary A can destroy the integrity of PBAC data.
Obviously, this contradicts the collision resistance of the hash function. m

Theorem 2. If there exists an adversary A that can access device data illegally, then the
signeryption primitive is broken.

Proof. Assume that there exists an adversary A that can access device data without knowing
the private key sk, of the visitor; then, we can construct another algorithm able to break the
security of the signcryption primitive.

In the following game, we regard the signcryption function SC as a random oracle, and
each random number r can only query SC once.

Setup: On inputting a security parameter % , the challenger C' generates public parameter
Paraand sends it to the adversary A.

Query: The adversary A can adaptively issue the following query to challenger C'. The

A can ask for random number 1 . C generates the corresponding request req =

ID, || 8C,, (ID,,ID,,r,) and sendsitto A.

End game: Receiving a set of authentication requests other than the target requests, the
adversary A outputsa req' underanew r'. A wins if the req ' send by Ais valid and
differs from that of A while the challenger C does not reject it.

This outcome indicates that the adversary A can access device data illegally. Obviously,
this contradicts the security of the signcryption primitive. m

Threats to availability. Many attacks against availability occur, such as denial of
service (DoS) attacks, modification attacks, dropping attacks, and mining attacks. We focus
on the impacts of representative DoS attacks and modification attacks with our scheme.

In a modification attack, an adversary may attempt to change or delete a specific user's
storage data. To launch this attack, the opponent must compromise local storage security.
However, visitors will be able to detect any changes in their stored data by comparing the
local data to the stored hash values in the immutable ledger.

In a DoS attack, the adversary attempts to exhaust the resources of the attacked object
through brute force methods, preventings legitimate users from accessing data or requesting
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services. For example, recent attacks [35] have occurred in which attackers have used a large
number of zombie devices to launch large-scale DoS attacks, resulting in the paralysis of a
service system. With PBAC, an adversary can initiate a DoS attack through two means: (i)
an online adversary can send a large number of false authentication requests to the
administrator or send a large number of data requests to smart devices; and (ii) a semi-trusted
visitor can send malicious requests to devices that extend beyond his or her access rights. In
the first form of attack, the administrator stores the identities and PKs of legal visitors in a
PK list. The list helps the administrator quickly verify the identity of the visitor, greatly
reducing the likelihood of a DoS attack. When the adversary directly sends a large number of
data requests to a device with constrained resources, the device can become busy caching a
large number of requests, resulting in downtime. In the Remarks section, we present a means
for administrators to request and forward data to visitors that prevents external visitors from
accessing smart devices directly. The second DoS attack approach does not work. Smart
devices send data to the visitor based on the token distributed by the administrator and not
based on the visitor’s request.

Threats to authentication. To disrupt identity authentication, an online adversary can
intercept and replay messages sent between legitimate entities. Specifically, the adversary
intercepts authorized visitors’ authentication requests and then forwards them, and he or she
attempts to disguise himself or herself as a legitimate visitor to gain access to data. The
above attack does not work because the messages are signed and encrypted by the
administrator or visitors in our scheme. Adversaries cannot break encryptions to obtain the
information required for authentication. In addition, random numbers are embedded into
messages; thus, the receivers of messages can quickly detect replayed attacks. The
timestamp also helps message receivers to recognize intercepted and replayed messages to
be discarded.

Threats to anonymity. The third class of threats threatens anonymity, whereby an
online adversary attempts to analyze various messages and other publicly available
information to find the real world identities of devices. When the adversary knows the
identities of the devices being accessed, he or she might be able to violate the owner’s
personal privacy. To avoid the above situation, the proposed scheme allows smart devices to
send arbitrary requests to any entity in the smart home environment. The anonymity of
devices is ensured by any accessed device’s identity information being sent in ciphertext
form through all interactions. This method, in turn, also increases the computational
overhead for the administrator, since all of the stored shared keys must be traversed to
decrypt a message and identify devices. Nevertheless, we believe that the added
computational cost involved is acceptable and worthwhile.

Recent research [36] has shown that to break access control, attackers can control smart
home devices or introduce fake devices into a home network. Our design uses graded
defenses for these attacks. First, there is a central intelligent home administrator that controls
all incoming and outgoing packets and prevents direct access to smart home devices from the
Internet. If a smart home administrator detects a packet that does not conform to a policy
defined by the smart home owner, the packet is discarded. The second defense is that all
devices in the home must have original transactions in the immutable ledger, allowing them
to initiate communication with the smart home manager and with other devices. A device
that does not have a corresponding original transaction is isolated from the network,
preventing attackers from bringing unauthorized devices into the network.

In general, PBAC guarantees data security in the smart home and protects the owner’s
privacy through the application of appropriate cryptography methods. Our framework is
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compatible with smart home environments because it constructs a block chain different from
Bitcoin. To clearly show the security basis of the scheme, we summarize the main differences
between Bitcoin's block chain and our private chain in Table 2.

Table 2. Comparison of the Bitcoin blockchain and the private blockchain of PBAC

Feature Blockchain in Bitcoin | Local private blockchain (ours)

Blockchain visibility Public Private

Transaction chaining Input, output Previous data block of the same service

Mining requirement POW None

. . Block-number, hash of data, timestamp,

Transaction parameters Input, output, coins . .
output, PK list, policy

Transaction dissemination Broadcast Unicast

Block-headers Puzzle Access policy

. . . Smart home owner chooses the

Miner selection Self-selection . .
administrator and the visitor

Miner rewards Coins Undefined

7. Performance Evaluation

We evaluate the performance of PBAC based on a smart home administrator, smart
device computational overhead and communication costs. All of the experiments were
conducted on a Linux system with a 3.2 GHz Intel Core i5 CPU and 8.00 GB of RAM
installed on an HP desktop manufactured in China. The code was applied in the C language
based on paired cryptographic library version 0.5.14 and using a symmetric elliptic a-curve
with a base field size of 1024 bits and with an embedding degree of 2. All of the
experimental results represent the average of 10 experiments.

To protect the privacy of smart home owners, we use the signcryption algorithm to
achieve secure access control. Specifically, in the authentication algorithm, the administrator
decrypts and parses a visitor’s signcryption message to authenticate his or her identity. The
administrator then generates a signcryption message to assign a key to the visitor. To prove
the efficiency of the authentication algorithm (i.e., the process whereby the administrator
authenticates the visitor’s identity as involving low overhead), we use the authentication
algorithms of Li’s CLSC [33] and of Barreto’s IBSC [34], cited in steps 3 and 4, respectively,
where SHA256 is used to implement the hash function.

Fig. 9 shows the amount of time spent by the administrator in authenticating a visitor.
This period involves deciphering a visitor’s message and querying the PK list. In other words,
less than 3 ms are typically needed for a smart home to complete a legitimate visitor
authentication process. In addition, we find that the certificateless signcryption algorithm is
more efficient than the identity-based signcryption algorithm when applied to our scheme
setting. Fig. 10 shows the amount of time that an administrator spends assigning a key to a
valid visitor. The figure shows that the home owner requires approximately 5 ms to assign a
key and a token to the visitor.
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To illustrate the feasibility of the authentication algorithm, we calculated the average of
100 trials. The average values show that, in the CLSC-based PBAC, the administrator
requires only 2.541 ms to complete a visitor’s authentication process and 4.916 ms to
allocate a key to a legitimate visitor, whereas in the IBSC-based PBAC, the administrator
requires only 3.608 ms to complete a visitor’s authentication process and 8.404 ms to assign
a key to a legitimate visitor, as shown in Table 3. Therefore, our scheme can achieve secure
access control without adding much computational overhead to the administrator. In the
above experiment, we ignore the overhead time for generating a token because
token-generated symmetric encryption requires less time to execute than the signcryption
algorithm.

Table 3. Computation time for the smart home owner

Item Our scheme on CLSC | Our scheme on CLSC
Identity authentication time 2.541 ms 4.916 ms
Key distribution 3.608 ms 8.404 ms

"All experimental results reflect the mean of 100 trials.

Table 4 shows that the computation overhead of the visitor, the administrator and a smart
home device in the three phases of PBAC. We apply RSA signature algorithm and AES
encryption algorithm to implement the signature and encryption in our scheme respectively.
From the table, it can be seen that the visitor requires only 11.009 ms to complete a data
access; The administrator requires only 10.809 ms to complete access control once; And a
smart device requires only 1.04 ms to complete data delivery once.

Table 4. Computation overhead of system participants

Computational overhead
Visitor Administrator Device i
Authentication phase 6.149 ms 6.749 ms /
Access phase 0.82 ms / 1.04 ms
Blockgen phase 4.04 ms 4.06 ms /

Table 5 shows the communication overhead of the administrator and for smart devices
for one access control process. T, shown in the figure, denotes a token used to access smart
devices. All of the timestamps are omitted from the communication overhead of both the
administrator and smart devices. The data shown in the table illustrate that an
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administrator must consume a |z |+2|¢, |+|r| communication overhead at most and that a
smart home costs |z |+[ID|+|T| OF |ID|+|m|. In addition, with the submission of a

visitor’s data request, the data encryption for a smart device requires only a symmetric
encryption algorithm, and its computational overhead is negligible, even for
resource-constrained smart devices. Therefore, our scheme is suitable not only for the access
control of sensors and smart devices in smart home environments but also for that of various
resource-constrained terminal devices.

Table 5. Smart home owner and device communication overhead

Entity-side Our scheme

The smart home owner (Receive) 1Z, | +2]G, |

The smart home owner (Transmit) |Z, | +2| G | +|T|
A smart device (Receive) |Z, |+ [ID|+|T|
A smart device (Transmit) | ID |+ |m |

" The timestamp is omitted in the communication overhead.
" T represents the token.

8. Conclusions and Future Work

In this article, we propose the first PBAC scheme developed for a smart home
environment. PBAC can efficiently and securely control access, and it protects against a
variety of internal and external attacks. For PBAC, we construct a new private blockchain
that stores access records and that greatly reduces the computational and communication
overhead while preserving the benefits of blockchain. We also perform a safety analysis and
demonstration to illustrate the feasibility of PBAC. In addition, while our scheme is
elaborated in relation to smart homes, it can be applied to several conditions that emphasize
safe storage and resistance to data tampering.

In future work, we will continue to research useful combinations of traditional
cryptographic algorithms and blockchain technologies to solve new challenges. Then, we
will attempt to apply our approach to other areas requiring the protection of data security and
the use of unalterable data. Data outsourcing has become a common paradigm in the rapidly
evolving information age; thus, exploring data outsourcing paradigms and applications could
have far-reaching implications for data outsourcing. However, ensuring the safety and
traceability of outsourced data remains challenging.
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