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Abstract

The fault-tolerance routing problem is one of the most important issues in the application of
the Internet of Things, and has been attracting growing research interests. In order to maintain
the communication paths from source sensors to the macronodes, we present a hybrid routing
scheme and model, in which alternate paths are created once the previous routing is broken.
Then, we propose an improved efficient and intelligent fault-tolerance algorithm (IEIFTA) to
provide the fast routing recovery and reconstruct the network topology for path failure in the
Internet of Things. In the IEIFTA, mutation direction of the particle is determined by
multi-swarm evolution equation, and its diversity is improved by the immune mechanism,
which can improve the ability of global search and improve the converging rate of the
algorithm. The simulation results indicate that the IEIFTA-based fault-tolerance algorithm
outperforms the EARQ algorithm and the SPSOA algorithm due to its ability of fast routing
recovery mechanism and prolonging the lifetime of the Internet of Things.
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1. Introduction

The engineering research field of the internet of things has drawn a great deal of attention

from academia, industry and the government due to its potential benefits to society, economy
and the environment [1]. As a whole, internet of things refer to the next generation of
engineered systems that require tight integration of computing, communication, and control
technologies to achieve stability, performance, reliability, robustness, and efficiency in
dealing with physical systems of many application domains [2]. In most cases, cyber-physical
systems are deployed under a harsh environment. Unpredictable events such as environmental
impairment, communication link broken, and battery depletion may cause the sensor devices
to fail, thus it is easy for wireless nodes and links to experience frequent failures [3]. Node or
link failures have a significant impact on the performance and reliability of the cyber-physical
systems [4]. Therefore fault tolerance becomes a critical issue for the successful
communication of cyber-physical systems. How to ensure fault tolerance routing becomes a
very important issue in the cyber-physical systems [5]. It is expected that the network topology
broken by software or hardware failure of sensor nodes could be automatically reconstructed
and self-healed by the fault-tolerance technology so as to be recovered from path failure and
ensured the performance of the communication tasks [6]. Besides energy efficiency is also an
important issue in the cyber-physical systems since nodes are powered by batteries that may
not be possible to be replaced or recharged during a mission. How to provide energy efficient
fault tolerance routing in the cyber-physical systems is very challenging [7].

The fault tolerance routing algorithm is originated either from redundant messages in the
network or redundant routes in the network topology [8]. Algorithms based on multiple
instances of each packet include flooding, gossip, stochastic communication and N-random
walk [9]. They generally provide shortest route and good tolerance against faults [10].
However, they do this with a low resiliency for congestion.

One of the common fault-tolerance solutions is to establish disjoint multipath with proactive
routing mechanism [11]. Disjoint multipath constructs a number of alternative paths which are
links disjoint with the primary path and other alternative paths. Thus, a failure in any or all
links on the primary path does not affect the alternative paths. Proactive routing, called disjoint
multipath, in which several paths from source node to sink node are calculated, maintained in
advance, and stored in a routing table, however the great energy consumption and the
requirement to predict the global topology information are the disadvantages [12]. Reactive
routing, where all paths are created on demand [13], and hybrid routing, which is a mix of the
above two groups [ 14]. However the routes are not always optimal.

In the mean time the standard PSOA (SPSOA) is a new EA based method to search an
optimal solution in the high-dimensional problem space, where each particle is a potential
solution to the problem under analysis [15]. It provides an idea to find solutions to complex
problems using group advantage without global model and centralized control and can be
suitable to apply in a dynamical modeling environment. It has been applied to some
optimization problems, such as control problems and protocol design [16]. However the effect
is not very ideal.

Some applications about Internet of things are as follows: 1) The node localization based on
particle swarm optimization algorithm for Internet of things. 2) Coverage optimization control
based on particle swarm optimization algorithm for Internet of things. 3) Improved Particle
Swarm Optimization Algorithm for Android Medical Care IOT using Modified
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Parameters[17].

The objective of this paper is to solve the fault-tolerance routing problem for the Internet of
Things. For this purpose, we propose an improved efficient and intelligent fault-tolerance
algorithm (IEIFTA), to provide fast recovery from path failure in the Internet of Things. In this
way, the Internet of Things can tolerate the failure of paths with reconstructed topology,
traditional retransmissions can be decreased, and reliability can be provided with lower energy
consumption.

The rest of this paper is organized as follows. Section 2 summarizes and reviews the related
works. Energy and network model is presented in Section 3. Section 4 details an improved
efficient and intelligent fault-tolerance algorithm (IEIFTA). Simulation results are discussed
in Section 5 and Section 6 concludes the paper.

2. Related Work

Recently a number of work has been done on the hybrid routing scheme, which combines
multipath scheme and reactive routing scheme. In this scheme, multiple paths are calculated
and maintained in advance, and then, alternative paths are created on demand. EARQ
(energy-aware routing for real-time and reliable communication) is a hybrid routing scheme,
which enabled even distribution of energy expenditure to sensor nodes [18]. It was proposed
by Heo and Hong. And it selected a path which expended less energy than others among paths
that delivered a packet in time. It also provided reliable communication and fast recovery from
path failure, because it only sent a redundant packet via an alternative path if the reliability of
a path was less than a predefined value. Pandana and Liu sought to propose an algorithm
which designed the connectivity weight of each node and established a most reliable path in
order to keep the other nodes’ connectivity [19].

Moreover, the hybrid routing schemes for the wireless sensor networks are as follows:
CPEQ (cluster-based periodic, event-driven, and query-based protocol) groups sensor nodes
to efficiently relay data to the sink by uniformly distributing energy dissipation among the
nodes [20]. It can provide fast broken path reconfiguration and high reliability in the delivery
of event packets and speed up new subscriptions by using the reverse path. Cardei and Yang
proposed GATCy and DATC in the wireless sensor networks, with the objective of
minimizing the total energy consumption while providing k independent paths from each node
to macronodes [21]. Such a topology provides the infrastructure for fault-tolerance
data-gathering applications robust to the failure of sensors. Boukerche etal. used a protocol of
ICE (intercluster communication-based energy-aware and fault-tolerance protocol) by
alternating the nodes responsible for intercluster communication inside one cluster [22]. If one
of multiple paths has faulty nodes, the other ones will be used for the event notification’s
propagation. However the fast routing recovery mechanism for path failure has rarely been
considered. Furthermore, these heuristic deterministic methods would always get the likely
optimal result, but they are easy to fall into the local optimum. Therefore we adopt a swarm
intelligence algorithm, the IEIFTA, to improve the performance of solving these problems.

In addition, some more recent publications of trustworthiness analysis of CPS can be found.
A new model of atypical cluster is proposed to effectively represent the complex atypical
events and efficiently retrieve them from massive data [23]. A method called LiSM
(Line-in-the-Sand Miner) is proposed to discover trajectories from untrustworthy sensor
data[24]. LiSM constructs a watching network from sensor data and computes the locations of
intruder appearances based on the link information of the network. A method called
Tru-Alarm which finds out trustworthy alarms and increases the feasibility of CPS[25].
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Tru-Alarm estimates the locations of objects causing alarms,constructs an object-alarm graph
and carries out trustworthiness inferences based on linked information in the graph.

3. Energy and Network Model Overview

3.1 Energy Model

Assume that the network has the following characters: (a) the nodes will not move after
deployment. (b) Every node knows its own position and that of the sink node. (c) The location
can be obtained by GPS or localization protocols for estimating the location of a node. (d) The
adjacent nodes would acquire the state information of the their 1-hop neighbors and the links
between them through periodically broadcast. (¢) The wireless transmission energy of
macronode can be adjusted based on the distance between the receiver and itself.

In wireless transmission, attenuation of sending power decreases with the increasing
transmission distance. Equation (1) is the amount of energy consumed for receiving | bits of
data which is caused by circuit loss. Equation (2) is the amount of energy consumed for
transmitting | bits of data to d distance.

ER(I'd): Ecircuit*I (1)

o X1+ *1*d?, d<d,
ET(I’d):{E e *1*d*, d2d,

circuit (2)

circuit

where E,,, is the energy consumption per bit in the transmitter and receiver circuit. d,is a

circuit
constant which relies on the application environment. &, is the multiple attenuation model’s

amplifier energy consumption. & is the free space model’s amplifier energy consumption.

3.2 Network Model

In this paper, we assume that sensor nodes are deployed randomly in the square field to
monitor the phenomenon. We know that in LEACH algorithm, each node randomly decides to
become a cluster head (CH). Once a node decides to become a cluster head, it aggregates the
data received from various nodes inside the cluster and sends it to the base station. However,
the random cluster head selection can not guarantee the number and the distribution of cluster
head in each round. It may select a node which is far away from base station and has low
residual energy to become the cluster head, which will cause the uneven energy loss of nodes
in the network and form monitoring blind spot, even will influence the whole performance of
the system. In order to improve this kind of situation, we will use a three level hierarchy
structure model, which divides the nodes into four categories: ordinary cluster head node (CH),
base station cluster head (BSC), base station (BS), and common sensor node (CS). Following
Figure 1 shows the network model.
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CS

BSC

BS

Fig. 1. Three level hierarchy structure model

4. Fault-tolerance Problem Using IEIFTA

The IEIFTA is used to provide a fast recovery mechanism from path failure due to energy
depletion or physical damage with an alternative path. It chooses a path with the optimal

fitness from the optional sensor nodes. Its flow chart is shown in Fig 2.
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Fig. 2. The flow chart of the IEIFTA
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(1) Initialization
The principle of the IEIFTA is to search in different D-dimensional target spaces using A
independent particle swarms. To initialize the algorithm, we set the population size of particle

n, the division factor A4, and each particle swarm includes — particles. Then, the D-dimensional
n

vector is divided into A swarms. We define a matrix by [DX2n] to represent the initial particle
swarm, in which the former n columns are the velocity of particle, and the latter n columns are
the position of particle.
(2) Calculate the fitness
The sub-tree of the network is modeled as a directed, connected graph G(V, E) , whereV is the

set of sub-tree nodes and E is the set of sub-tree edges representing connection between these
nodes, where source node n, ev and macronode n, e{V —{n.}}. p,(s,r) is a valid path between

n,andn,. neP(s,r) represents a node is in P.(S,r) , and e € P(s,r) represents direct edge
between any two adjacent nodes are in P.(S,r) . Then the fitness function of p, (s, r) is
calculated as follows:

D nepis.n EN€rgy(n)

fitness[ p, (s, )] = Ef A& T, +E 1 ®
f - Z ecp sy dis tance(e) 4)
Z e distance(e)
. z eepi(s,r)energy(n) %)
2 Z ..z energy(n)
‘o Znepi(svr)delay(n) 6)

) wdelay(n)

Where f, is the distance of the edges of path versus the distance of all the edges in the
sub-tree, f, is the ratio of the energy consumed by the edges of path and the energy consumed
by all the edges in the sub-tree, f,is the delay of the edges and nodes of path versus the delay
of all the nodes in the sub-tree. & ,&,, &, are the weight of distance constraints, effective
energy and delay in the fitness function, and & + &, + &, =1. The higher fitness value indicates
the more suitable path. In this paper, we set& =0.2,&, =0.3,&, =0.5.

(3) Immunization

Each particle is considered as an antibody in this step. The clone number and the fitness of
particle are proportional. The clonal number N is usually calculated as follows:

N.=7-N (7)

where y is the clone factor and is proportional to particle’s fitness value. N is the number of

particles. Mutation rule can be set up according to experience. The particle mutation rule for
the function optimization problem is

c=x+4-U+1 ®)
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where ¢, is the clonal individual, X; is the original antibody, £ is the mutation factor, andU is
uniformly distributed in [0,1].

For the particles replacement rule, we need to calculate the antigen stimulus degree of the
original particles and select clonal mutation particles. The Euclidean distance between any

antigen y, and particle C, is
ddi, j) =ﬂ/2(y,-t -¢,)’ 9)
i=1

Therefore, the stimulus degree of antibody particle is

1
= (10)
Al ddi, j)+1
After that, each particle is compared with stimulus threshold; the higher one will maintain in
the sub-swarm, but the lower one will be replaced. Then, go to immunization.

(4) Termination Condition
Giieration FEPTesents the iterated generations for searching process. The termination condition is

that G,

iteration

decreases to zero or its fitness is the global optimal fitness. If the solution is
satisfied with the termination condition, the optimal path p, will be the desired optimal
solution, and this procedure ends; otherwise, updates the velocity and position of each

sub-swarm and particle. Then, the kth path is established.

(5) Update

In this step, the position and velocity of the particle is updated as follows:

t+1 _ yt t+1
Xig = Xig T Uy

(11)

t+1 t t t t t
Uy =004+ Cl'Ul(Pgd —Xig) + U, (B — X

where ¢, and ¢, are learning factors, and usually we make ¢, =C, =1.5; wis the inertia weight

and used to control the tradeoff between the local and the global exploration ability of the
swarm. Random numbersU, andU, are uniformly distributed in [0,1].

The updating equation of particles’ optimal position vector in each sub-swarm is as follows:
b(D.S. i b(p,S;,i), fitness[b(x,S;,i)] < fitness[b(p,S;,i)]

i) =
(PSi.1) b(x,S;,1), fitness[b(x,S;,i)]> fitness[b(p,S;,i)]

where1<i<k.b(g)is a complete vector function consisting of all sub-swarms’ optimal

(12)

position vector, X,S; represents position vector of the qth particle in the ith swarm, P,S; is the
optimal history position vector of the gth particle in the ith swarm, and P, S; represents optimal

experience position vector of the ith swarm.

The updating equation of optimal position of each sub-swarm is

b(p,S;,1)= arg max{firness[b(p,S;,i)I}, 13i£k,1§q§£ (13)

P(Pg.5:.0)

Equation (13) indicates that the optimal position of the qth sub-swarm will select the personal
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optimal position with the optimal fitness of particle in the swarm.

(a)s art ~ @en )
Ot) = @y — 20212 4 2 (14)
d a)(t) _ 2(a)start2 — Wpg ) t (15)
dt 2

Equation (14) and (15) indicate that inertia weight » plays an important role to the convergence
of the result among the adjustable parameters. The smaller weight is better for the convergence,
and the larger one can help the particle escape from the local best solution, thus the inertia
weight can achieve balance between the global search and the local search. To overcome the
limitations of other strategies, the linear differential decreasing strategy is used [26]. Here, we
select w,,, =0.9,@,,, =0.4.

Example: Let us consider the example network topology which is shown in Fig. 3. Let us
assume the following values: G,,.q,, =100,¢& =0.2,¢&,=0.3,4, =0.5.

The destination and the source nodes are respectively represented as D and S. The available
paths are as follows:

P1:S->C—->B—->D

P2:S->E—->B—->D

P3:S—>F—->G—>B—>D

P4:S->F—->G—->D

P5:S—>F —>D

P6:S—>A—-D

At the beginning, 150 particles are sent for traversing the network. The node F is bad for
some reasons. Then the available paths are P1, P2and P6.

First Iteration: Calculate the fitness of the paths P1, P2 and P6 using Equation (3), (4), (5) and
(6). We have the fitness of the paths as follows.

fitness(P1) =0.08 , fitness(P2) =0.05 and fitness(P6) =0.09 .

The ants update the paths using Equation (11).

After 100 iterated generations, we observe that the path pé is the optimal path. Hence, the
data is routed through it.

Fig. 3. An example network topology
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5. Simulation Results and Analysis

5.1 Comparison of Optimum Value Simulation Environment and Parameters

In order to evaluate the performance of the IEIFTA, we design a corresponding simulation
scenario on Matlab. The simulation experiment is constructed on Windows XP with Intel
Pentium 4C processor (2.8GHz) and 2GB RAM.

The sensor nodes are randomly deployed on area A (500mx500m), and the macronodes are
located at known coordinates. 600 rounds are taken and six packets are delivered in each round.
The size of the network is the same for different algorithms and the fitness function is then
measured. The parameters used for the IEIFTA are function dimension D=25, iterated

generations G,,,.q =1200, division factor 4 =6, clone factor y =3, mutation factor #=0.4.

5.2 Number of Alive Nodes

The simulation ends after 1200 rounds. We compare the simulation results among EARQ,
SPSOA and IEIFTA. We compare the number of alive nodes per round for these three
algorithms. As shown in Fig. 4, the number of nodes died in the IEIFTA is less than that of
EARQ and SPSOA over the same number of rounds. The reason is that all the nodes only need
to transmit data to its root of the sub-tree in the networks, which shortens the transmission
distance between sensor nodes to the sink, and prolongs the lifetime. The fast routing recovery
mechanism of the IEIFTA also makes its number of alive nodes 5% ~15% more than that of
EARQ and SPSOA in the same rounds.
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Fig. 4. Number of alive nodes
5.3 Energy Depletion Ratio

As shown in Fig. 5, energy depletion ratio of the IEIFTA is 5%~30% smaller than that of
EARQ and SPSOA. The reason it that the IEIFTA can select the nodes with better QoS
parameters (such as more available energy and less distance of path) to establish alternative
path and construct a more reliable transmission environment to reduce the retransmission
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caused by unstable paths, therefore, prolong the network lifetime as compared to EARQ and
SPSOA.
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Fig. 5. Energy depletion ratio
5.4 Average Delay of Packet Delivery

Fig. 6 shows the average delay of packet delivery (average delay of each packet delivered
from source node to the sink). We can observe that the IEIFTA outperforms EARQ and
SPSOA in terms of average delay for the same networks. The IEIFTA has demonstrated a
lower delay when network size grows. The reason is that the proposed IEIFTA has the
multipath property and the shortest alternative path selection for fault tolerance.
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Fig. 6. Packet delivery
5.5 Average Successful Packet Delivery Ratio
Fig. 7 shows that the [EIFTA can deliver more packets to the sink than the EARQ and the
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SPSOA. In most cases, the IEIFTA can send 5% ~15% more packets to the sink. A bigger
value of packet delivery ratio indicates a lower packet dropout probability [27] and a better
network capability of delivering useful information. The reason is that the IEIFTA provides a
fast recovery from path failure with an optimal alternative path, which improves the success
rate of data transmission.
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Fig. 7. Average packet delivery ratio

6. Conclusion

We propose the IEIFTA-based fault-tolerance algorithm for the Internet of Things, which
focuses on a solution to the problem of energy depletion and packet delivery of nodes, by
trying to recover the routing for the path failure and achieve energy conservation by avoiding
unnecessary retransmission. The conserved energy can be used to increase the quantity of
information received by the sink. The experimental results indicate the promising ability of the
IEIFTA, and better solutions of fault tolerance and prolonging the network lifetime can be
obtained by the IEIFTA than the EARQ and the SPSOA. The results have illustrated the
advantage of IEIFTA and backup disjoint multipath, which can reduce the risk of data delivery
loss and energy consumption on the path exploring. It also aims at shortening delay of packet
delivery, evening energy dissipation among the nodes by constructing the optimal alternative
paths in the cyber-physical systems. The strength of the IEIFTA is its simplicity and
effectiveness for fast routing recovery compared to other approaches and makes the IEIFTA a
potential solution to meet the requirements of critical conditions on monitoring applications.
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