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Abstract

With the increasing electricity consumption and the wide application of renewable energy
sources, energy auction attracts a lot of attention due to its economic benefits. Many schemes
have been proposed to support energy auction in smart grid. However, few of them can
achieve range query, ranked search and personalized search. In this paper, we propose an
efficient multi-keyword range query (EMRQ) scheme, which can support range query, ranked
search and personalized search simultaneously. Based on the homomorphic Paillier
cryptosystem, we use two super-increasing sequences to aggregate multidimensional
keywords. The first one is used to aggregate one buyer’s or seller’s multidimensional
keywords to an aggregated number. The second one is used to create a summary number by
aggregating the aggregated numbers of all sellers. As a result, the comparison between the
keywords of all sellers and those of one buyer can be achieved with only one calculation.
Security analysis demonstrates that EMRQ can achieve confidentiality of keywords,
authentication, data integrity and query privacy. Extensive experiments show that EMRQ is
more efficient compared with the scheme in [3] in terms of computation and communication
overhead.
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1. Introduction

Currently, the traditional power grid, due to its inherent limitations, cannot fully satisfy

today's swift development trend. As a result, it is restructured and developed to a more
intelligent power system named smart grid [1]. The smart grid mainly consists of several parts:
generator(s), transmission system operator, distributor(s), retailer(s) and aggregator(s). Many
technologies have been introduced into smart grid to ensure availability and economic benefits
[2,3]. For instance, energy auction market introduces commercial auctions to the smart grid,
where energy sellers publish their auction information, and then energy buyers bid for
appropriate energy supplies. Thus, the energy auction market can adjust energy prices and
provide strong support for the practical application of smart grid [4].

Though energy auction is promising, security and privacy are seriously challenged in
energy auction market. Firstly, due to the confidentiality of auction information, privacy
preservation is extremely important [5,6]. One solution is to introduce encrypted keyword
search to smart grid, which enables the keyword search over encrypted data. But the existing
encrypted keyword search schemes in smart grid auction market (e.g., [3]) cannot achieve
range query of keywords, which is extremely useful in smart grid [7]. For example, with the
range of price keyword, energy buyers can filter out the energy with reasonable price. In
addition, the existing range query scheme in smart grid [7] cannot be directly applied to
auction market, and also cannot achieve the ranked search among multidimensional keywords.

In this paper, aim at addressing the above challenges, we propose an efficient
multi-keyword range query (EMRQ) scheme in smart grid auction market. The proposed
scheme focuses on providing secure and efficient transactions between sellers and buyers, and
supports range query, ranked search, personalized search and efficient aggregation at the same
time.

Our Contributions. The contributions of this paper are twofold:

e  Firstly, we propose a novel EMRQ scheme to achieve searchable encryption
which not only compares whether the keywords are equal, but also accurately
calculates the difference between multidimensional keywords and further
achieves range query, ranked search and personalized search. Security analysis
demonstrates that the EMRQ scheme can achieve confidentiality of keywords,
authentication, data integrity and query privacy.

e Secondly, based on the two super-increasing sequences, the proposed scheme can
compare the multidimensional keywords of one buyer with those of all sellers
with only one calculation, thereby greatly reducing the computation and
communication overhead. We compare EMRQ with the existing auction scheme
in [3] to show its efficiency.

Compared with the preliminary conference version [1] of this paper, this journal version
studies the fine-grained weight strategy to provide personalized search for buyers. Moreover,
the privacy-preservation of buyers is enhanced to ensure an adversary cannot get any privacy
information about the bid auction. In addition, we improve the experimental works by adding
the analysis and evaluation of the new scheme.

Organization. The remainder of the paper is organized as follows: In Section 2, the network
model and security requirements are formalized. We present the notation and recall Paillier
cryptosystem in Section 3. In Section 4, we propose the EMRQ scheme. We analyze the
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security of our scheme in Section 5, and evaluate its performance in Section 6. In Section 7, we
present related works. Finally, we conclude this paper in Section 8.

2. NETWORK MODEL AND SECURITY REQUIREMENTS

In this section, we will formalize the network model, security requirements and design goals.

2.1 Network Model

In our network model, we focus on how to secretly compare keyword tags and trapdoors
generated by the sellers and buyers, respectively. Specifically, we consider that our system
consists of four parts, as shown in Fig. 1.

e Electricity generators (sellers): Sellers generate energy and sell it to retailers.
For efficient search, they generate the search tags according to their auction
keywords, and then send them to data center.

o Retailers (buyers): Buyers should provide energy to their own energy
consumers. For economic purposes, they generate keyword trapdoors to bid the
energy and send them to data center.

e Data Center (DC): Data center in our scheme is used as a database, it stores all
tags and auction messages from sellers. If one buyer computes a trapdoor to bid
some auction messages, DC will compare the trapdoor with all tags through
homomaorphic computing. Then, DC sends the result to filtering center.

e Filtering Center (FC): Filtering center is a trusted operation center which may
be a supercomputer. It initiates our whole system at the beginning of energy
auction. And after the comparison in DC, FC firstly filters auction keyword tags
and then selects ranked results to the buyers.

e’

Filtering Center

_ N fa fs

Electricity Generators ~ «— Retailers

Data Center

Fig. 1. Network model for smart auction market

2.2 Security Requirements

In our scheme, we assume all entities are untrustworthy except FC. An adversary A can
intrude in smart grid and eavesdrop or modify the messages with private information.
Specifically, we define security requirements as follows.

e Confidentiality of keywords: All keywords generated by sellers and buyers should
be sent to DC for comparing and filtering. These keywords are usually trade secrets.
Hence, it is necessary to guarantee the confidentiality of keywords even though the
adversary A eavesdrops the communication links or DC’s database.
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Authentication and data integrity: In the system, legitimate users should be
authenticated and the messages altered or fabricated by the adversary A should be
detected.

Query privacy: When the range query contains sensitive information, e.g.,
1.2 < price < 1.5, it is indispensable to hide it. We should ensure that our scheme
can achieve range query without any privacy disclosure.

2.3 Design Goals

In order to realize the auction messages filtering in our scheme, our design goals are to develop
an efficient fine-grained keywords comparison with privacy preservation.

Security is indispensable in the proposed scheme: If the auction market in smart
grid doesn’t consider the security, it cannot be used in practice. Hence, we should
guarantee confidentiality of keywords, authentication and data integrity, and range
query.

Computation and communication efficiency should be achieved in the proposed
scheme: Compared with other auction schemes, our scheme should be more
efficient in terms of computation and communication overhead.

Keywords comparison should be fine-grained in the proposed scheme: General
schemes can only compare whether the keywords are equal. However, the difference
of keywords computing will be very useful in the energy auction market. Thus, our
scheme should achieve this goal.

3. Notations and Preliminaries

In this subsection, we introduce notations (Table 1) used throughout the remainder of this
paper and review Bilinear Pairing and Paillier Cryptosystem.

3.1 Notations

Table 1. Notations

Meaning
ID, the identity of entity *.
the k-th dimension keyword of seller;/
my /M i buyer;’s keywords, k < [ (i.e., there are

totally [ types of keywords).
the ciphertext of seller;/buyer;’s

!
G/C; keywords.
ab two super-increasing sequences.
dif, the difference of the k-th dimension
Lk keywords between seller; and buyer;
R the filtering rule sequence, denoted as a set
of lrulesR = (Ry,R,, ..., R))
w the keyword weight sequence,, denoted as a

set of [ weights W = (W, W,, ..., W)
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3.2 Bilinear Pairing

Let G; and G, be two cyclic groups of prime order g, and P be a generator of group G, . There
must exist a non-degenerated, efficiently computable bilinear map é: G; X G; = G, such that
&(P,P) # 15,. And forall P;, P, € G, andall a,b € Z;, we have &(aP;, bP,) = &(Py, P,)?.
We refer to [12] for a more comprehensive description of pairing technique, and complexity
assumptions.

3.3 Paillier Cryptosystem

The Paillier cryptosystem consists of three phases as follows (refer to [9]):

e  Setup: Given the security parameter 4, two large prime numbers p,, g, can be
chosen, where |p;| = |q1| = k4. Then calculate the RSA modulus n = p;q, and
A=lem(p; —1,q, — 1). Define L(u) = ”T_l and choose a generator g € Z,,».
And then compute u = (L(g* mod n?))~* mod n. After that, the public key is
pk = (n, g), and the private key is sk = (4, n).

e Encryption: Given a message m € Z,, choose a random number r, € Zj,,
the ciphertext is c = E(m) = g™ - r," mod n2.

e Decryption: The message m can be recovered as m = D(c) = L(c* ™4 "2) U,
where c is the ciphertext.

4. Proposed Scheme

In this section, we propose the EMRQ scheme, which mainly consists of the following four
phases: system initialization, auction message creating, trapdoor aggregating and filtering.

4.1 System Initialization

Firstly, FC computes the Paillier cryptosystem’s public key (n, g), and the corresponding
private key (4, u). Considering the multidimensional keywords of auction information, we
expect that all keywords (price, quantity and location, etc.) can be aggregated to one number
and the difference of all keywords can be gained by only one comparison. Therefore, we
transform each dimension keyword to a positive integer. Assume that for seller;, there are
totally [ types of auction keywords (m; 1,m;5,--,m;;) (m;; € Zy,), and the value of each

type m; ; (j = 1,2,--+,1) is less than a constant d. Then, FC chooses a super-increasing
sequence d = (as,a,,-+,a;), Where a;,a,,---,a; are integers, a; = 1 and 23;11 aj-d<
a;/2 for (i = 2,--+,1). The reason why we choose a; /2 will be described in Section 4.4. Then,
FC computes (g1, 92, > g1), Where g; = g% (i = 1,2,-,1).

Then we define seller;’s aggregated number of multidimensional keywords is no more
than a constant D, e.g., Zﬁ-:l a;-d <D, and FC further chooses another super-increasing
sequenceT; = (bq, by, -+, by) (I is the number of sellers), where b; =1 and Zj'-;ll bj-D <
b;/2. The reason why we choose b; /2 will also be described in Section 4.4.

For identity-based signature, we also choose master key s € Z7,, and the associated public
key Py, = sP, two hash functions H,, H,: {0,1}" - G,, the privacy of all entities can be
generated as d = sH{(ID) € G;.

After all, FC publishes the system parameters as



3942 Li etal.. EMRQ: An Efficient Multi-keyword Range Query Scheme in Smart Grid Auction Market

pubS = {n,g,g]_;gZJ"'ngJ P:PpubJHlJHZIb} (1)
and keeps the master keys (4, u, @, s) secretly.

Auction Message Creating

The auction message creating process is shown in Fig. 2.
(1) Tag creating
Seller; selects auction keywords (m;q,m;,, -, m;;) according to corresponding
auction information, then he chooses a random number r; € Zy, and computes his tag:
C; = (g ™t - g™z - on s g Ml .rin)bi mod n?
= g(@migtamipt+ami)b; . (Tibi)n mod n? 2)
— gbiMi . (rl_bi)n mod n2
where M; = a;m;; + a;m;, + -+ aymy;.
(2) Delivery

Seller; uses identity-based signature algorithm [11] to sign C;. Firstly, pick riz*,
compute U = rP € Gy, then H = H,(IDs,, G;||TS, U) € G, (where IDg, is seller;’s identity)
and V = dg, + rH € G. Finally, output the pair: ¢ = (U, V) € G X G;.

Therefore, the signed message can be generated as msgseqier,pc = (Cil|IDs,|ITS||0)
(TS is the current timestamp) and it will be sent to DC.

(3) All sellers’ tags aggregation

DC verifies all sellers > tags as follows: with o=(U,V) , compute
H = H,(IDs,, G;||TS,U), and then accept it only if &(P,V) = é(Pyyp, H1(IDs,))e(U, H).

Then DC computes total tag as Cs; = Cy - C - -+ C;, Where
CSel=C1'C2""'CI .
= [Ti=1(9"™) - (MTi=17;"*) mod n? 3)

1 i\
= gLi=1biMi . (nglribl) mod n?

Seller, DC
Generates auction keywords (m;,,m, ,,---,m; )
Ci=(g™-g"* g™ r")" modn®
re Z;
U=rP
V =dg +rH,(ID ,C; [ TS,U)
o=<U\V >

G 11D [ITS IIG‘

Checks o, if it is valid,
C, =C,-C o C,

sel

Fig. 2. Auction message creating
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Trapdoor aggregating

The trapdoor aggregating process is shown in Fig. 3.

(1) Trapdoor creation and delivery

When buyer; wants to bid the energy, he first generates filtering keywords
(mj,mjz,,m) (0<m;, <d1<k<1[) and randomly chooses 7; € Zy , then
computes his trapdoor

C/'= g, Mgy, Mz s g T 'Tjn mod n?
= g~™i -7 mod n? 4

where M; = a;m;; + a;m;, + -+ aym;,;. And then buyer; calculates the total trapdoor as
Cpyy = C;'Pr+P2t*b1 where

— 'b1+by+---+b
Cbuy = Cj 1702 1

— (g—M]- . rjn)b1+b2+~~+b1 mod n2 (5)
n

I
= g~ ZicabiMj . (1_[ 1}.”") mod n?

i=1

Buyer, DC FC

Generates filtering keywords (m;,,m;,,---,m; )

’ it g Miz “Min b
Cj:(g -g e g rl) mod n?

Cbuy :C;bl+b2+-«~+b,

R=(R,R;,-»R)

W =(g"%.g" ... g")

reZ;

U=rpP

V =dg +rH,(IDg ,C,,, [|RIIW || TS,U)
o=<U,V >

Cuy IRIWI1Dg [ITS |0

Checks o,if it is valid,
c=C_-C

sel buy
Signs C, generates o.

ClIRII 1Dy [[1Dg [ITS[lo

Fig. 3. Trapdoor aggregating

After that, buyer; generates a matching rule sequence R = (Ry, Ry, ..., R;). If buyer;
defines the range of auction keyword as v; < m;; < v, (v1,v, € Z,), then R, should be a
pair: gv1~ ik, gv2"jk_Based on the filtering rules, buyer; can define a keyword weight
sequence (Wy, W,, ..., Wy) for all auction keywords m; , (k = 1,2,---, 1), the keyword weight



3944 Li etal.. EMRQ: An Efficient Multi-keyword Range Query Scheme in Smart Grid Auction Market

W represents the keyword importance defined by buyer;. The fine-grained weight strategy
can provide personalized search for buyers. Speciafically, the weight strategy is as follows:
Weight strategy:
»  Buyer; defines the weight of each keyword, the weights of some important keywords
may be larger than those of other keywords. Specially, if buyer; defines all weights

as the same, the more filtering rules that seller; satisfies, the higher priority seller;
has.
»  Buyer; sorts the keywords in ascending importance, and if seller; contains a more

important keyword compared with other sellers, seller; has higher priority in the
returned result. To achieve this goal, a super-increasing sequence ¢ = (cq, ¢z, "+, ¢;)
will be generated, where ¢y, ¢y, -+, ¢; € Zy,, ¢, = 1 and Zj'-;ll ¢g<cfor (i=2-,0D.
If W; has the largest keyword weight, W; = ¢;. And if W; has the least keyword
weight, W; = ¢,. E.g., for a keyword weight sequence (Wy, W,, W3, W,,Ws) and a
super-increasing sequence (1, 3,5, 10, 20), if the keyword weight sequence satisfies
Wy > W, > Ws > W, > W), there will be (W,, W,, Wy, W, Ws) = (3,20,1,10,5).
Next, the keyword weight sequence can be encrypted as W = (g1, g"2, -+, g"1). Then
buyer; signs (Cpyy|IR[|W||TS) using the identity-based signature algorithm [11]. The
alogrithm is as  follow: pick r & Zg compute U=rPeG; ,
H = Hy(IDg,, Cpyy | |R||WI|TS, U) (where IDpg, is buyer;’s identity) and V = dB,- +7rHE€E
G,. Finally, output the pair: ¢ = (U, V) € Gy X G;. Then, buyer; sends the signed message
MSGpuyer;~pc = (C,,uy||.‘R||W||IDB].||TS||0) to DC, and DC accepts it after verifying
asé(P,V) = e(Ppup, H1(IDg,))e(U, H), where H = H,(IDg,, Cpyy | |R||W||TS, U).
(2) Homomorphic computing for comparison
When DC wants to compare sellers’ tags with buyer;’s trapdoor. It can compute
C = Cser " Cpuy . Then, DC sends the signed message
MSYpcorc = (C||.‘R||IDDC||IDBj||TS||a) to FC , where o is the signature of
(ClIR] |IDDC||IDBj||TS) using the identity-based signature algorithm [11].

Filtering
The filtering process is shown in Fig. 4.
(1) Decrypting the result of comparison
After receiving the message (C||.’R||IDDC||IDBj||TS||a), check the signature o using the
identity-based signature algorithm [11], if it is valid, FC decrypts C, where C is formed by
C=Cse- Cbuy

n

I n 1
= gzgzﬂ’iMi . (1_[ ribi> . g—ElezMj . (1_[ Gbi> mod n2 (6)

i=1 i=1

I n
= g2€=1 biMi.j . (n(TLT])bL> mOd nz
i=1
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I n
— thotal . (n(rirj)bi> mod n?
i=1

where Mi,j = ML—M] = al(mi_l — mj_l) + a, (mi’z — mj’z) + 4 al(mi'l — mj’l) and
Mot = Y54 biM; ;. FC uses sk to recover M., as Section 3.3. After that, FC gets
(My,j, My j, -+, M; ;) by running Algorithm 1 with input ¥ = b and SUM = Motar-

DC FC

ClIR{1Dge [[1Dg I TS [lo

I

Checks o,if it is valid,
Dec(C)-> DIF
Compare(DIF, ;,R)—> Ki[]

Signs K, [], generates o.
~ KillllIDgc [ITS || &

Checks o, if it is valid,
weight, = [ ] ¢"r" modn’
keK;[l

Signs weight,, generates o.
weight,(i=1,2,--- 1) IDy. | TS || &

-

Checks o, if it is valid,
Sort(weight,)— > winner'[]

Fig. 4. Filtering

Algorithm 1  split the aggregation

Input: X = (x4, x5, -, %) and the aggregation SUM
Output: (D1,Dy,+-+,Dy)
: let sumy, = SUM
fori=kto2do
sum;_q = sum; mod X;
if sum;_; > x;/2 then
sum;_q = sum; — X;
end if
D; = (sum; — sum;_1)/x;
end for
Dy = sumy
0: return (Dy,D,, -+, Dy)

BoeoNoahwnR

As shown in Algorithm 1, we define sum; = byM;; + b,M,; + -+ b;M;; (i =
1,2,---,1). We compute sum;_; = sum; mod x;, hence we have 0 < sum;_; < x;. Since we
have defined Zj-;ll bj-D <b;/2, we have —x;/2 < sum;_; < x;/2 (for example: 0 <
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g, <t=>—-t<g—¢g <t) Thus, in Algorithm 1, if the calculated sum;_; is 0 <
sum;_1 < x;/2, this is the right result; else if x;/2 < sum;_; < x;, we must correct it as
sum;_q = sum;_; — X;, the true result is —x; /2 < sum;_,; < 0. That is why we choose b; /2
in¥iibj-D < b;/2and a;/2in ¥iZia; - d < a;/2, it can split the aggregation including
negative numbers.

After getting (M, ;,M,j,---,M;;), FC can use Algorithm 1 with input ¥ =d and
SUM = M;; (i=1.2,--,1) to gain all differences of the multidimensional keywords
DIFi‘j = (difi,j,l' difi,j,Z' e, dlfl,],l) between selleri and buyerj.

(2) Choosing winners

With the keyword difference DIF;; = (dif; 4, dif; 2, -+, dif; ;) and filtering rules
(R1,Ry, ..., Ry), we can achieve range query. If each dif;;, (k =1,2,-,1) satisfies the
filtering rule Ry (i.e., vy —m; < dif; ;x < v, —m;y), k will be stored inan array K;[].

After getting the array K;[](i = 1,2,---,1), FC further sends it to DC. Then, randomly
chooses ' € Zj,, DC generates the weight of seller; as follows:

weight; = l_[ g"e '™ mod n? @)
keK;[]

All weight; (i =1,2,---,1) will be sent to FC and decrypted according to Paillier
cryptosystem [9] as shown in equation (8).

D(weight;) =D 1_[ g"k - '™ mod n?
keK;[]

= D(gEeKnVE - 1 mod n2) ©

= Ykek, Wk

According to the weight of each seller;, i.e., Ykek,; Wik, the ranked result array

winner'[] = (ID'y,ID',,ID'5,---) can be obtained. Finally, FC sends the message
(winner'[]||IDg¢||TS), i.e., the ranked result, to DC through a secure channel.

Theorem 1. For the keyword weight sequence W' = (W, W, ..., Wy,) which is ordered
by the ascending weights, where W;, = ¢, . If seller; contains a more important keyword
(Suppose that the largest keyword weight for seller; is ¢, ) compared with seller, (Suppose
that the largest keyword weight for seller; is cy,), i.e., ky = k, + 1, then seller; has higher
priority in the returned winner'[], i.e., weight, > weight,.

Proof. Because ¥/} ¢; < ¢;, we have
, _ vk
weighty = Y,21 ¢p

ky—1

= C, + Xpm1 Cp
Kk

= Ck1 + szzl Cp (9)

Kk
> szzl Cp

> weight,
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5. Security Analysis

In this section, we analyze the security properties of our proposed scheme. In particular, based
on the security requirements discussed in Section 2.2, our analysis focuses on how to achieve
confidentiality of keywords, authentication, data integrity and query privacy.

5.1 Confidentiality of Keywords

In our proposed scheme, all the types of tag’s keywords (m;;, m;,, -+, m;;) (m;; € Zy,) are
aggregated to C; as

C; = (g ™t - g™z - e s g Ml .rin)bi mod n?
— gbiMi . (rl_bi)n mod n?

That means that C; is a ciphertext of Paillier cryptosystem, similarly, C;, Cpy, and Cs,; are
the same. Due to the security of Paillier cryptosystem [9], the confidentiality of keywords is
protected. And in DC, since it only does homomorphic computing on Cp,,, and Cs,;, it
cannot identify the tag or trapdoor. In the end, FC will decrypt C for the range comparison of
keywords. But FC cannot gain each seller/buyer’s keywords, because the result is only a
difference, e.g., M; ; = M; — M;, FC cannot recover the corresponding M; and M;. In
addition, with the super-increasing sequence b= (by, by, -+, by), the parameter D might be
estimated. However, D is a large integer and it would not disclosure the specific keyword
information. Therefore, the proposed scheme can achieve the confidentiality of keywords.

5.2 Encrypted Messages’ Authentication and Data Integrity

The tags C; (i = 1,2,-+) and total trapdoor Cp,,, in our proposed scheme are encrypted by
Paillier cryptosystem, therefore the adversary A cannot identify them, but if the adversary A
fabricates a message and sends it to some entities, it cannot be detected. Hence, we also sign
them by the signature algorithm [11]. Therefore, our proposed scheme can achieve such
messages’ authentication and data integrity.

5.3 Query Privacy

The range information and keyword weights are stored in two sequences R and W,
respectively, which should be encrypted to prevent the disclosure of privacy. As shown in
4.3.1, R||W is encrypted by Paillier cryptosystem. Thus, only FC can use its private key
sk = (A, 1) to decrypt R||W. In addition, As shown in (2) Choosing winners of Section 4.4,
only a part of keyword weights weight; = [Irek,p g"x are sent to the filter center, where
K;[] is an array storing the keywords which satisfy the corresponding matching rules. The filter
center can only get the total weight of seller;, i.e., X xex,;) Wi, it cannot identify the weight of
each keyword. Therefore, the query privacy is achieved.

Table 2. Comparison of Security Level

Properties SESA [3] PaRQ [8] EMRQ
Confidentiality \ \ \
Authentication and
data integrity v v v
Query privacy \ \
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In Table 2, we compare EMRQ with PaRQ [8] and SESA [3]. We can see all schemes
achieve confidentiality of keywords, authentication and data integrity, PARQ and EMRQ
further achieve query privacy.

6. Performance Evaluation

In this section, we evaluate the performance of EMRQ in terms of functionality,
computation and communication overhead.

6.1 Functionality

We compare the functionalities of EMRQ with SESA [3] and PaRQ [8]. As shown in Table 3,
SESA achieves multi-keyword search in smart grid auction market, PaRQ further achieves
range query, but only EMRQ scheme can achieve multi-keyword, range query, ranked search
and personalized search simultaneously.

Table 3. Comparison of Functionalities

Functionality SESA [3] PaRQ [8] EMRQ
Multi-keyword \ \ N
Range query \ \
Ranked search N
Personalized search N

6.2 Computation Overhead

For simplicity, the cost of a pairing operation, a multiplication operation in G,, an
exponentiation operation in Z,2 and an exponentiation operation in Z,, are denoted as C,, Gy,
C.nz and C,p, respectively. Compared with above operations, other operations in EMRQ and
SESA are negligible [13].

In EMRQ, it costs 2C,, to sign a message, and 2C, to verify if we adopt precomputed
technology [11]. For seller;, he needs (I + 1)C,,2+C,,, to create tags C; and 2C,, to sign it.
Therefore, all sellers’ costis (2C, + (I + 1)Cpp2+Cep)I. FOr buyer;, he costs ICypp2 + Cep
to create tags C'j and C,,> to create C';,¢q;. Then he encrypts (R||W) with 3IC,,2. Finally,
he costs 2C,, to sign it. Hence, all buyers’ cost is (2Cp,+(4l + 1)C,,2 + C¢p)J (assume J is
the number of buyers). For DC, it needs 2(I + J)C, to verify all messages of sellers and
buyers . For every buyer; , DC needs to sign a  message
MSYpcorc = (C||R||W||IDDC||IDBj||TS) to FC, the signature costs 2/C,,,. Therefore, DC’s

cost is 2JCp,+(21 + 2])C,. For FC, it needs total 2/C,, to verify the messages from DC, then
decrypts C,R and weight; with JC,,2, 2lJC,,2 and JC,,2. Hence, FC’s cost is (2l +
2)JCen2+2JC, . Therefore, in our proposed EMRQ, the total computation overhead is
(4] + 2D Cr+((L+ 1)1 + (61 + 3)))Copz +(J + Copn+(4] + 21NC,,.

In the SESA scheme, we assume it adopts the same signature technology and two cyclic
addition groups G;, G, . EB; makes a bid to EDR; which costs 3C,,+2C,, and the
corresponding signature needs 2C,,, thus all energy buyers’ cost is 5IJCy,+21]C, where

each EB expects to make a bid to each EDR because EB cannot know which bid will be
accepted; EDR; needs C,, to create a trapdoor and 2C,, to sign it, therefore EDR;’s cost is
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31Cyy,; AS needs 2C, to verify a message which will be IJ + I times, and C,, to compare each
tag which will be 1] times, hence AS’s cost is (31] + 2I)C,; RS needs C,, + C, to decrypt a
satisfied bid, assume that in SESA there are average N tags matching the trapdoor in once bid,
therefore its total cost is IN(C,, + Cp,). Therefore, in SESA the total computation overhead is
(51] + 31 + IN) G, +(21] + 21 + IN)C,,.

Camputation overhead(ms)

&o0 : 1000
E00 800
400 600
200 200 A0
1] 1]
Buyer number Seller number

Fig. 5. Computation overhead of EMRQ

Camputation overhead (ms)

Buyer number Seller number

Fig. 6. Computation overhead of SESA

We conduct detailed experiments on Pentium 1V 3GHz system to study the operation cost
[13]. For G, over MNT curve, a multiplication operation in G; with 161 bits, and the
corresponding pairing operation cost 0.6 ms and 4.5 ms. And an exponentiation operation
costs 11.5 msin Z,z and 2.3 ms in Z,,. Further, we assume N = 0.1 x J in SESA and [ = 10.
As shown in Fig. 5 and Fig. 6, the proposed scheme greatly reduces the computation overhead.

6.3 Communication Overhead

We divide the communication overhead of our proposed scheme into three types,
seller — DC, buyer — DC and DC — FC, where the delivery of winner messages are the
same in SESA and our scheme, we do not compare. The message seller sends to DC is
formed by msgseiier,~pc = (Ci||IDs;||TS||a) where the signature o includes two elements
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in G, therefore if we choose 1024-bit Z;, and 161-bit G, the total size of seller — DC
communication overhead is (2048 + |ID| + |TS|+ 2 x 161) x I bits. The message of
buyer — DC is formed by MSYpuyerj~pCc = (Cbuy||R||W||1DBj||TS), each R, (k=
1,2,--+, 1) includes two ciphertexts of Paillier Cryptosystem, and W, includes one. Thus its
total size is(2048 x (31 + 1) + |ID| + |TS|+ 2 x 161) x ] bits. In DC — FC phase, there
are ] messages of msgpcorc = (C||R||IDDC||IDBj||TS) and (weighti||IDDC||IDBj||TS),
the total size is (2048 X (2l +2) + 4 X |ID|+ 2 X |TS| + 2 x 161) x ] bits.

=
(=]
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=]
=
==

1000

Communication overhead
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200 e
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Fig. 7. Communication overhead of EMRQ

In comparison, in SESA, EB — to — AS phase needs 1] messages of 963 bits, therefore the
size is 963 x IJ bits; DER — to — AS needs to delivery a trapdoor of 160 bits and the
corresponding signature of 161 x 2 bits, the total size is (1604 2 x 161) X [ bits; in
AS — to — RS phase, for each DER, there are N ciphertexts C; of 160 bits and signatures of
161 X 2 bits, hence the total size is (160 + 2 X 161) X IN bits.

(bits)

=)

Communication overhead

Buyer number Seller number

Fig. 8. Communication overhead of SESA

We set |ID| + |TS| as 50 bits, then the comparison of total communication overhead for
SESA and EMRQ are 4821 + 9631] + 482IN bitsand 24201 + 109388J bits, respectively.
As shown in Fig. 7 and Fig. 8, EMRQ is more efficient than SESA.
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7. RELATED WORKS

The traditional auction market has been widely studied and many famous auction web sites
have been applied to practice (e.g., Yahoo!, eBay, etc.) [14,15]. Recently, online auction
becomes more popular, many people prefer to shop on the internet. Song et al. [16] estimate
the behaviors of the rivals and present the bid. Chang et al. [17] present anonymous auction
protocol with freewheeling bids.

In power market, auction technology has been extensively studied and various auction
models are presented [2,14,18, 20]. Nguyen et al. [2] propose a demand respond exchange
scheme, which thinks of demand respond as a kind of virtual goods. Li et al. [14] propose a
auction scheme with privacy, which can also achieve anonymity bidding. Bompard et al. [18]
propose supply function models in power market, which support supply-side strategic bidding.
Liaw et al. [19] propose an electronic online bidding auction protocol, which can achieve the
corresponding security and efficiency. Based on game theory, Kanga et al. [20] define
oligopolistic strategy to efficient auction in power market.

Auction market in smart grid has attracted a lot of attention due to the remarkable economic
benefits in electricity trading[21,22]. The corresponding issues have been extensively studied
and various auction market schemes have been proposed to protect its security [3,8,23]. Wen
et al. [3] propose a searchable encryption scheme (SESA) for auctions between energy
generators and retailers. In SESA, each buyer makes a different tag message for every seller’s
energy he wants to bid. In this case, the computation and communication overheads are heavy.
And Wen et al. [8] also propose a novel privacy-preserving range query (PaRQ) scheme over
encrypted metering data, which protects the privacy of financial auditing in smart grid. Lu et al.
[24] adopt a super increasing-sequence to aggregate all types of electricity data. In such a
scheme, the intermediate can achieve privacy preservation and efficiency, without decrypting
the received messages. Therefore, it is feasible to introduce this method into searchable
encryption auction market.

In addition, querying encrypted data has been extensively studied because of its wide range
of applications. The first work can refer to Song et al. [25], which embeds a symmetric key
setting to search on encrypted data, and its improvements and advanced security definitions
are given in Goh [26], Chang et al. [27], and Curtmola et al. [28]. Recently, many searchable
encryption schemes [29-33] have also been proposed to query outsourced data without
disclosing any private information to unauthenticated entities. A relevance score scheme is
presented by Wang et al. [29], which uses relevance score to achieve ranked query of keyword.
And Li et al. [30] propose a fuzzy keyword search scheme which is purposed to solve minor
typos and format inconsistencies in keyword search. Cao et al. [31] propose a widely used
searchable encryption scheme, which can return the ranked results of search according to the
number of matching keywords. Then, a multi-keyword top-k scheme is proposed by Yu et al.
[32], such scheme returns ranked results and achieves high security with fully homomorphic
encryption. Sun et al. [33] consider the multidimensional tree technique and the relevance
scores of keywords, this scheme supports multi-keyword search and it can achieve efficient
query. In our scheme, with a super increasing-sequence, we achieve the efficient
multi-keyword range query of the encrypted auction.

8. CONCLUSION

In this paper, we have proposed an efficient multi-keyword range query (EMRQ) scheme
for the auction market in smart grid. It can achieve range query, ranked search and
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personalized search simultaneously. Security analysis demonstrates that EMRQ can achieve
confidentiality of keywords, authentication, data integrity and query privacy. Performance
evaluation shows that the proposed scheme significantly improves computation and
communication efficiency compared with the SESA scheme in [3].
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