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Abstract

Recently, there have been fast-growing social network services based on the Internet environment
and web technology development, the prevalence of smartphones, etc. Social networks also allow the
users to convey the information and news so that they have a great influence on the public opinion
formed by social interaction among users as well as the spread of information. On the other hand, these
social networks also serve as perfect environments for rampant malware. Malware is rapidly being
spread because relationships are formed on trust among the users. In this paper, an effective patch
strategy is proposed to deal with malicious worms based on social networks. A graph is formed to
analyze the structure of a social network, and subgroups are formed in the graph for the distributed patch
strategy. The weighted directions and activities between the nodes are taken into account to select
reliable key nodes from the generated subgroups, and the Incremental PageRanking algorithm reflecting
dynamic social network features (addition/deletion of users and links) is used for deriving the high
influential key nodes. With the patch based on the derived key nodes, the proposed method can prevent
worms from spreading over social networks.
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1. Introduction

Social network services use the concept of social relations to build social relations over the

Internet among online users. The Internet environment, web technology development, and the
increasing widespread use of smartphones have led to fast-growing social network services,
and today, users can easily communicate with their friends and share information by using
these services. In addition, social networks allow users to convey a variety of information and
news among users and participants; therefore, these networks have a great influence on the
public opinion formed by social interactions among users as well as the spread of information.
Major social network services include Twitter, Facebook, and Kakao Talk. As the number of
social network users is rapidly increasing, businesses and advertisers are changing marketing
strategies to focus on social network services. On the other hand, a key feature of social
network services is relation formation based on trust among the users and information sharing.
Hackers exploit the relational feature to spread viruses or worms infecting user computers
with malware in order to gain personal information, to form a botnet for DDoS(Distributed
Denial of Service) attacks, and to send spam messages. As a result, the variety of intelligent
damaging attacks is rapidly growing, and social networks built on trust among users are
becoming a perfect environment for the spread of malicious codes. For example, there is
Koobface Worm, a type of Trojan Worm that appeared in 2008 [1]. Koobface Worm mostly
spreads by delivering camouflage video link messages to users via social networks. The
message recipients are prompted to download a video codec or an update required to play
videos and to execute the file, but the file is actually a replica of a malicious code. It can be
classified as a sociotechnological attack and shows the fast rate of infection since users tend to
trust one another over social networks. These attackers target highly influential users with
vulnerable security over social networks in order to spread the worms efficiently. Updating all
the users’ computers with security patches can be a simple solution to these SNS-based worms,
but this method is very inefficient in terms of time, cost, and resources. An effective way of
coping with SNS-based worms is to extract nodes that are most likely to spread these worms
and to distribute the corresponding security patches to the nodes. It is possible to achieve
effective security patch deployment when security patches are selectively distributed to the
highly influential users over a social network. Immunity against these worms can quickly be
formed, and the worms can be quickly responded to. In addition, it is effective to derive highly
influential users by finding subgroups in the social network rather than by analyzing the entire
nodes in the network. The method proposed in this paper uses modularity for the correct
subgroup partitioning in a dynamic social network to generate subgroups and uses the
incremental PageRank algorithm to quickly extract highly influential users from the given
group. Therefore, a graph using the weighted direction and activity values is created in order to
reflect the characteristics of a dynamic social network, and the incremental PageRank
technique is used to reflect the characteristics of the dynamically changing social network
efficiently.

The rest of this paper is organized as follows: In Section 2, the methods of social network
graph analysis and those of user-to-user influence analysis are presented, and the PageRank
algorithm is described. In Section 3, the existing research trends in countermeasures against
SNS-based worms and the problems of the existing studies are described. In Section 4, the
proposed method that applies the incremental PageRank algorithm over a dynamic social
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network is described. In Section 5, the experimental results of the proposed method are
described. In Section 6, the conclusions and the directions for future work are described.

2. Related Work

2.1 Methods of Social Network Graph Analysis

It is important to find the subgroups that exist in a social network for an efficient analysis of
its structure. One subgroup means a community within the network and its nodes are strongly
connected. There is a relatively weak connection between subgroups that are connected by a
bridge node. Various methods of finding these groups have been proposed: graph partitioning,
spectral bisection, hierarchical clustering, clustering, etc. [2]. In [3], a method of solving the
problem of finding the community is proposed by combining the defined common
neighborhood subgraph density and the affinity propagation algorithm.

2.2 Methods of User-to-User Influence Analysis

Social network analysis that analyzes the structure established by social relationships can
analyze social roles and effects by means of relationship modeling, relationship strength, and
density (high/low). The influence over nodes in the network can be seen by analyzing the links
established to send and to receive information [4]. In the field of computer science, there are
studies on efficient search methods expanding connections among the SNS users, and there are
studies on social phenomena, social network analysis, and social network configuration [4-6].
Nodes represent actors, which are the basic configuration elements of the network, such as
people, area, and resources. Links represent various relationships between these nodes. These
links can represent the relationship status between nodes, the direction, the strength, etc. A
network analysis of the actors can be made via indirect networks such as systems
recommended on Amazon sites, where there are no direct links between the actors. There have
been various studies on collaborative filtering and relationship inference via these indirect
networks [7][8]. In addition, various types of subgroups can be found within the network.
These subgroups can be observed within the network and used for identifying its community
structure [9].

2.3 PageRank Algorithm

The PageRank algorithm is based on the following observations: more important web pages
are more likely to receive more links from other sites. The PageRank algorithm measures the
web page priorities in order to determine their relative importance based on the webgraph [10].
Each web graph has forward links that go to other web pages and backlinks that point to the
web page. In Fig. 1, web page A has a large number of backlinks. In general, a web page with
a large number of backlinks will have higher importance. However, there are many cases in
which the number of backlinks does not match importance in the standard scene. For example,
in Fig. 1, page B is an important page but does not have a large number of backlinks like E.
However, it has to have a higher priority because it has backlinks from B. Therefore, the
PageRank algorithm covers a page with many backlinks and a page with a few highly ranked
backlinks. The PageRank value for a page can be calculated as shown in Equation (1).

PR(N) 1-a 1)
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PR(n,) denotes the PageRank for 1 ; a, the damping factor; N, the total number of web
pages; 5(n,), the set of pages that links to ,; and |~(, ), the number of forward links on page

n,. The damping factor is the probability that the person continues surfing the web by clicking
on links, and the value of o is usually 0.85 [11]. The PageRank value for p, is basically equal
to the sum of the PageRank values for the pages that point to page »,. When a page points to

the number of pages N, the probability that the page heads for a particular page is 1. In
n

addition, the Page Rank value for page p, is divided by the number of forward links on the
page (‘F(n/_)‘). When it is assumed that the page can only go to the linked web pages, there can
be a loop problem between web pages. Such a problem is called a rank sink. In order to resolve

this problem, the probability of going to a random page without following the links (1 — a) is
added.

Fig. 1. PageRank Algorithm Principle

3. Analysis of Existing Research Trends and Issues

3.1 Existing Research Trends

The research trends in countermeasures against SNS-based worms can be mainly divided
into the following two types: malware detection through log analysis and graph partitioning
for effective security patch distribution with highly influential node extraction. According to
the studies on malware detection based on log analysis, certain specific SNS data are collected,
and worm log analysis and pattern analysis are conducted by using virtual machines to detect
malware from the collected data [12]. On the other hand, according to the studies on
countermeasures based on effective security patch distribution, the social network graph is
partitioned for efficient social network analysis and effective patch distribution. The security
patches are selectively distributed to the highly influential nodes extracted from the divided
subgroups [13][14]. Malicious SNS-based worms first need to be analyzed before they can be
handled properly. However, in order to effectively respond to SNS-based worms proactively,
it is necessary to distribute the security patches faster than the spread of these worms.
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3.2 Problem of existing studies

The method proposed in [14] uses modularity to identify the community based on the
structure of the social network graph. In addition, it defines the features of dynamically
changing social networks: newUser, newLink, removeUser, and removeLink. It proposes the
adaptive community update algorithm to reflect dynamically changing social networks. These
four dynamic characteristics can be used for graph partitioning to identify the network
structure reflecting the changes in the dynamic graph structure without re-computation. After
identifying the community, the most influential node is selected from the partition to cope with
the worm in the process of selective patch distribution. The method proposed in [14] can
rapidly identify the structure of dynamically changing social networks, and it basically uses an
unweighted and undirected graph to perform its partitioning when the network graph is
generated. It uses a quick greedy algorithm to select the key node from each partition. There is
no direction and weighting in the graph. That is, the relationships between nodes are
considered to be equal, and key nodes are selected on the basis of the degree of the nodes.
However, this method has the following drawbacks: The reliability of key nodes may be
reduced in actual social networks because the influence of the users is measured with
unweighted links. It is important to consider the users’ activities and structural features to
select key nodes. In addition, the greedy algorithm is not used for the key node selection since
it requires high computational complexity and a large amount of information.

4. Incremental PageRank—Based Response in Dynamic Social Networks

The method proposed in this paper consists of four steps like a conventional study. As
shown in Fig. 2, the four-step strategy consists of the graph generation step to analyze the
structure of the social network, the subgroup detection step to find the optimal subgroup
within the network, the key node selection step to select the key node within the subgroup, and
the patch deployment step to center on the selected key nodes for security patch distribution.

A previous method using modularity [14] adopted the structure in which graph data are
input and a non-directed graph is generated to perform modularity. Further, a method for
performing patches by selecting many connections or nodes connected with other
communities in the process of selecting influential users in the modularized subgraph has been
proposed. The previous method has problems such as difficulties in reflecting the influence of
actual nodes due to the non-existence of the directionality of graphs, degradation in the
performance of modularity when considering the value of modularity and the time taken by the
search algorithm for detecting subgraphs, and the consideration of only the degree of
connection and the connectivity with other communities in the method of selecting influential
nodes. For estimating the actual influences of a social network, node activities (postings of
entries) of the corresponding nodes rather than the degree of connections should be considered.
Moreover, there is a disadvantage of requiring a considerable amount of information and
calculation due to the use of greedy algorithms in selecting nodes having much influence in
each community. Because the number of nodes and the amount of information generated is
very large in actual social networks, efficiency can be reduced and overhead can be generated
when greedy algorithms are used. There is also the disadvantage of increased calculation costs
for recalculating subgroups and selecting key nodes, which are characteristics of frequently
changing dynamic social networks. In order to improve these problems, in this paper, we
propose a modularity method, which is faster than conventional methods in a dynamic social
network environment, and an incremental PageRank-based patch method, which is efficient in
selecting key nodes for a patch in a dynamic social network. A flowchart of the proposed
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method is shown in Fig. 2.
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Fig. 2. Flowchart of Proposed Method

The method proposed in [14] has been used for relatively efficient subgraph detection, and
influences are measured for each node by extracting users with higher influences in the social
network by using the PageRank method based on the information of user activities. Further, an
incremental PageRank method for a subgraph is proposed and can reflect the characteristics of
dynamic social networks.

4.1 Graph Generation

Social network data are collected, and a directed graph is generated using the collected data.
In order to reflect the user activities, the links between the nodes within the network are
assigned weights, which are calculated on the basis of the frequency of measurable data such
as the number of messages sent between users.

4.2 Detect Subgroup

In this paper, the proposed method uses modularity, which is mainly used to accurately
partition a subgroup within the network [15]. The modularity value Q is defined in equation

(2):

_N|ms o dg )
0 Z{M W} @

Modularity is a measure representing the property of existence of many links in a subgroup,
such as a community and a small number of connections between groups. Subgroups are
generated through combinations of each node in the network by using these modularity values,
and a subgroup having a high modularity value Q is generated. This method has the advantage
of enabling very fast modularization and extending it to a large number of nodes.

4.3 Incremental PageRanking

A PageRank value indicates the relative importance of a web page and is used as an
important factor in web page search. The influence of a node belonging to a subgroup in a
network can be calculated using the same principle. In addition, the incremental PageRank
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algorithm is used for efficiently reflecting dynamic social network features such as node
addition and deletion, and relationship changes. It is very inefficient and time consuming to
calculate the PageRank whenever there are structural changes such as node addition and node
deletion. It is assumed that the short-term impact of the newly added node in the social
network is not greater than that of the existing nodes. The PageRank is calculated only for the
newly added structural changes, and hence, the dynamic social network features can be
reflected. If the number of newly added nodes is considerably less than the number of existing
nodes, it is assumed that changes in the PageRank values for the existing nodes are small.
Therefore, it is possible to use the incremental PageRanking algorithm. For the incremental
PageRank computation, the initial values for the newly added nodes are set and the sum of all
nodes is assumed to be 1. PageRank converges on one value irrespective of the setting of the
initial values. There is a difference only in the number of iterations required for the
convergence [16]. For faster convergence, the initial value is set to compute the rank between
the nodes.
Table 1. Incremental PageRank Algorithm for Dynamic Social Graph

Incremental PageRank algorithm for dynamic social graph

Input: A subgroup network. G, g damping factor ~0.15
Output: Updated users’ PageRank pr
It or(v) =N then
Set prv,)
End If
If (new node || Remove node) then
While PageRank converging do
For each p e G do
I (p) «pages pointed by o
For each p'e T"(p) do

Aux, = Aux, + af
It (o)
End For
End For

For each pe G do
or, = % +(-aqAux,

Aux, =0
End For
End While
End

4.4 Patch Distribution Method
The patch distribution method is based on the following two assumptions:

» When a social network-based worm is detected, the patch system issues a warning and
carries out patchwork.

» The node that received the patch carries out the task of transferring the patch to the
corresponding node and the neighboring nodes.

Response is possible through an efficient security patch based on these general security
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patch matters. In the previous steps, patch is carried out on the basis of the key nodes in each
subgroup, which are extracted through a gradual PageRank algorithm. By distributing efficient
security patches centering around the nodes with high influences for each community, it is
possible to efficiently respond to social network-based worms. Further, key nodes are
calculated for a fast selection of key nodes in a subgroup by applying a quick sort on the value
of the PageRank of each node. This makes it possible to respond efficiently on the basis of the
modified page rank values when modifications such as the addition of new nodes or the
deletion of the existing key nodes have occurred among various characteristics of a dynamic
social network. Table 2 shows the algorithm in which the quick sort method is applied to a
PageRank list for an efficient selection of key nodes and patches.

Table 2. Patch Distribution

Patch distribution

Input: A subgroup PageRank list pr[]={pr[l., prllz ..., prllp}
Output: Set of influential users

quicksort(pr[], top, end)
if(top<end) then
p < partition(pr, top, end);
quicksort(pr[], top, p-1);
quicksort(pr[], p+1, end);
end if

end

5. Experimental Results

In this section, the experimental results for the proposed method will be described. The
Facebook network dataset [18] is used as the data for the experiments; experiments of
comparison have been performed between the previous method [14] and the proposed method
through a modularity performance evaluation, and experiments on the infected rate through a
patch for the methods. The Facebook dataset is a set of data collected from September 2005 to
January 2009, which is composed of 63,731 nodes and 1,445,687 edges. R [19], an
open-source statistical analysis program, is used for the experiment. In this experiment, a
stepwise evaluation of performance has been made according to the modularity steps and the
selection of key nodes and patch methods for comparing the previous method [14] and the
method proposed. Each experiment has been repeated for 50 times, and the mean value is used
for the evaluation.

5.1 Evaluation of modularity performance

In the previous method [14], the algorithm proposed in [17] is used as the algorithm for
generating the subgroup, and comparisons of performance have been made between
representative algorithms [20][21] for detecting subgroups and the algorithm for detecting
subgroups proposed in this paper. Table 3 shows the experimental results for comparing
performances of the algorithms used in the four methods. The results that can be derived from
the table make it possible to perform a comparative analysis of the algorithm that enables an
efficient search of subgroups in large-scale social networks. Although the previous method
provides the advantage of generating subgroups by designating the number of subgroups, there
is a disadvantage of making it impossible to efficiently generate subgroups when the number
of subgroups is incorrectly designated. The application of the previous method can be
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regarded as a non-efficient method considering the extensibility of social networks. The
algorithm used in this study automatically adjusts the number of subgroups and can obtain
modularity values similar to the previous method; although the values are slightly lower by
0.01, the values are relatively high as compared to other algorithms. In addition, the time taken
for generating the subgroups has also been compared. The time taken for generating subgroups
can be considered the important criterion for rapidly identifying the structure of a social
network. The previous method took an average of 1,572.7 s to generate subgroups for the same
graph, while the proposed method took an average of 5.54 s. Although the previous method
[21] shows the fastest execution time, it is not considered an appropriate method due to the
relatively low value of modularity. Further, the number of clusters is set to 79 for the
comparison of the previous method [14] and the proposed method. As can be seen in the table,
the algorithm proposed in this paper can be regarded as a more efficient and appropriate
algorithm for identifying the structure of a social network. Furthermore, when comparing the
number of clusters, the number of clusters detected by the proposed algorithm, which is
different from the previous method generating subgroups by designating the number of
clusters, is less than that for other algorithms for detecting subgroups. It can be seen that the
proposed method satisfies the criteria of carrying out the patch on the basis of a minimum
number of subgroups and key nodes while having a relatively high value of modularity for an
efficient patch strategy. This could be attributed to the fact that more resources and costs are
consumed for the patch strategy when there are more subgroups and key nodes. Therefore, in
this study, we use a multi-level modularity algorithm, which exhibits excellent performance as
compared to the previous methods, as shown in Table 3. It can be concluded that the
multi-level modularity algorithm used in this study is better than the previous methods in
terms of the modularity value and the algorithm performance time. Therefore, it is suitable for
executing an efficient patch strategy.

Table 3. Modularity Test

Modularity Minimum Maximum Average time Number of
value time elapsed | time elapsed elapsed clusters

Multi-level

modularity 0.59 4.895s 6.72s 5545 79
algorithm [15]

Spin-glass 0.60 1478.72 s 1722.56 5 1572.7 s 79
algorithm [17]

Walk trap
algorithm [20] 0.56 664.3 s 822.59 s 73455 5719

Label

propagation 0.038 246s 4.15s 3.8s 380

algorithm [21]

5.2 Method for selecting key nodes for each cluster and performance
evaluation of reflecting characteristics of dynamic social networks

In deriving key nodes for each cluster, it is necessary to obtain information that enables the
measurement of the influences per node. Information on the activities of users is used as an
important factor in measuring influences in social networks. In order to acquire this
information, posting frequencies of Facebook data are measured to obtain weights for each
user node. Based on the weights measured, the PageRank values are derived for each subgroup
previously generated. Further, in order to reflect the characteristics of dynamic social
networks, situations such as addition of new nodes and deletion of existing nodes are
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determined first, and key nodes are selected for each cluster by comparing the values of ranks
of each node based on the incremental PageRank algorithm mentioned above. While the
method can be inefficient when the task of PageRank is performed for the entire graph since a
considerable amount of calculation is required to reflect the information of social networks
that are frequently modified, it can be used efficiently for deriving key nodes when the
PageRank task is performed for each subgroup and the information of frequently modified
social networks can be easily reflected. The average time for deriving key nodes in
conventional networks is 2.21 s, which is very fast. The average time for performing the tasks
such as addition of arbitrary nodes and deletion of existing nodes as the characteristics of
dynamic networks is 4.72 s, which is considered to be relatively fast.

Table 4. Selecting key node performance

Static network Dynamic network
Proposed method 2.21s 4.72s
Nguyen’s method 3.47s 27.2s

5.3 Infection rate and recovered rate according to patch method

Experiments on infection rate have been carried out assuming that 0.5% of the dataset is
initial users infected by a worm. The experiment on the infection rate compares the maximum
infection rates generated by the method discussed in [14] and the proposed method by using
the SIR model [22], an influential model, when the worm starts propagating. The infection rate
is the ratio of the number of infected users to the total number of users. The subgroups for the
comparison are set to have the same number for each patch method. The results of each
experiment are used in the performance evaluation on the basis of the maximum infection rate
for carrying out patch tasks and the total time (unit time) consumed for restoration.

In Fig. 3, it can be seen that the maximum infection rate of the proposed method is lower
than that of the previous method [14] by 14%. This can be attributed to the fact that the
maximum value of the infection rate is lowered by performing the patch steps according to the
network analysis method, which is faster than the previous methods. Fig. 4 presents the result
of the recovery rate through the patch steps. As for the time taken in processing the patch for
the entire node, the proposed method took 55 unit time, and the previous method took 101 unit
time. Therefore, the proposed method is considered to show excellent performance as
compared with the previous method.
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Fig. 3. Result of Infection Rate Test
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Fig. 4. Result of Recovery Rate Test

6. Conclusion and Future Work

In this study, in order to respond to a social network-based worm more promptly, graphs are
generated on the basis of social network data, and subgroups having higher modularity values
are generated using modularity. Key nodes are derived by reflecting the influences between
the nodes belonging to the subgroup generated by the gradual PageRank algorithm that can
reflect the characteristics of a dynamic social network (addition and deletion of nodes), and a
patch strategy is proposed to carry out the patch on the basis of the derived key nodes. In order
to use the gradual PageRank, the directionality of graphs and weights on the user activities are
given, generating more reliable results in selecting key nodes than in the methods using a
conventional non-directed, non-weighted graph. By carrying out a patch based on the key
nodes in the subgroup by using the proposed method, it is possible to respond to the
propagation of a social network-based worm more promptly. Further, the experimental results
showed that the proposed method decreased the maximum infection rate by 14% as compared
to the previous method and that the time for carrying out a patch for the entire node was
excellent.

In a future study, research will be conducted on a response method that can reflect optimal
subgroup division methods for an efficient structure analysis of social networks, and features
for each type of worm.
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