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Abstract 
 

To ensure reliable and secure communication in heterogeneous cellular network (HCN) with 
imperfect channel state information (CSI), we proposed a coordinated multipoint (CoMP) 
transmission scheme based on dual-threshold optimization, in which only base stations (BSs) 
with good channel conditions are selected for transmission. First, we present a candidate BSs 
formation policy to increase access efficiency, which provides a candidate region of serving 
BSs. Then, we design a CoMP networking strategy to select serving BSs from the set of 
candidate BSs, which degrades the influence of channel estimation errors and guarantees 
qualities of communication links. Finally, we analyze the performance of the proposed scheme, 
and present a dual-threshold optimization model to further support the performance. 
Numerical results are presented to verify our theoretical analysis, which draw a conclusion 
that the CoMP transmission scheme can ensure reliable and secure communication in dense 
HCNs with imperfect CSI. 
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1. Introduction 

The wireless industry is currently facing an unprecedented growth of media business in the 
fifth generation (5G) mobile communication systems. For the purpose of capacity promotion, 
dense heterogeneous cellular network (HCN) has been regarded as a promising approach in 
5G mobile communication systems [1, 2]. Nevertheless, due to the open architecture of 
interworking and broadcast nature of wireless communication, HCNs are intrinsically 
non-secure where information is easily detected and intercepted by malicious nodes 
(eavesdroppers). Traditionally, wireless security is guaranteed with high layer encryption, 
which faces difficulties of key distribution and computational complexity in dense HCNs. 
Secure communication is a crucial issue in HCNs. Thanks to physical layer security (PLS) 
enlightened by information theory, we can exploit differences between legitimate channel and 
wiretap channel to guarantee secure communication even without encryption. During the past 
decades, a framework of using PLS to ensure secure communication in dense HCNs has been 
developed in [3], and security performance without considering interference has been 
promoted in [4]. On this basis, researchers have designed many methods such as 
multiple-input multiple-output (MIMO) [5], secrecy beamforming [6], artificial noise (AN) 
[7], cooperative transmission [8], cooperative jamming [9] and resource allocation [10-12] to 
improve the security performance of wireless systems.  

1.1 Related works and motivation 
Most of the previous literature [3-12] is based on the hypothesis of perfect channel state 
information (CSI). While in practice, CSI is difficult to be perfectly known at each base station 
(BS) due to the channel estimation and quantization errors. [13] has investigated resource 
allocation under incomplete information between nodes in a randomly deployed D2D network, 
and has provided a game-theoretic mechanism to ensure reliable communication, which 
provides an effective idea for suppressing interference in D2D systems. To guarantee reliable 
and secure communication, Wang et al have analyzed the impact of artificial noise and have 
presented an optimal power allocation scheme for AN in multiple antennas system by a 
stochastic geometry approach [14, 15]. As nodes with single antenna cannot take advantage of 
the redundancy of multiple antennas, the proposed AN-aided transmission scheme cannot be 
used in the network where communication nodes are equipped with single antenna. In 
point-to-point communication network, Mu et al have put forward a secure On-Off 
transmission scheme to reduce the influence of channel estimation errors [16, 17]. However, 
the proposed scheme only considers channel estimation errors in a fixed communication link, 
which ignores the multi-link channel estimation errors caused by open access mechanism in 
dense HCNs. Additionally, robust beamforming [18], AN-assisted transmission scheme [19] 
and resource allocation [20] have been exploited in point-to-point communication network, 
but they neglect the random topology of dense HCNs. In cooperative transmission network, 
Chen et al have explored a CSI exchange scheme in multi-cell multi-input single-output 
(MISO) downlinks to improve the accuracy of CSI estimation and improve the security 
performance [21], while the cost of CSI exchanges increases with the number of 
communication nodes deploying in dense HCNs. In relay-aided networks, robust 
beamforming [22] and AN-aided transmission scheme [23] have been explored to improve the 
security performance. Inspired by these works, cooperative jamming [24] and relay/jammer 
selection scheme [25] have been proposed. Nevertheless, all of the aforementioned works 
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[16–25] only concentrate on networks with single access mechanism and fixed location and 
number of communication nodes, which cannot be applied to dense HCNs with random 
topology and multi-link channel estimation errors. 

Furthermore, the dense deployment of communication nodes leads to complex interference, 
which results in pilot contamination and worse channel estimation. In order to diminish the 
additional inter-cell interference caused by such deployments, coordinated multipoint (CoMP) 
techniques have been introduced [26], where BSs communicate with each other over a 
backhaul link to limit the inter-cell interference and exploit the benefits of distributed multiple 
antenna systems [27, 28]. Besides, CoMP techniques also benefit security performance of 
HCNs effectively [29]. In summary, it is reasonable to consider reducing the interference and 
enhancing reliable and secure transmission at the same time. However, there still exist some 
challenges in the way of achieving reliable and secure communication in dense HCNs with 
imperfect CSI, which can be generalized as follows: 

1) The random deployment and open access mechanism of dense HCNs result in irregular 
location and number of communication nodes. Therefore, the transmission schemes designed 
for fixed communication links are difficult to apply to networks with dynamic topologies.  

2) In dense HCNs, multi-link channel estimation errors should be considered due to the 
open access mechanism, hence transmission schemes considering a fixed link with channel 
estimation error are inapplicable to dense HCNs. 

3) Complex interference caused by dense deployment of communication nodes may lead to 
pilot contamination and poor channel estimation. Accordingly, how to decrease interference 
should be considered simultaneously in the transmission design.  

1.2 Our work and contributions 

Motivated by above observations and challenges, we introduce CoMP technology to guarantee 
reliable and secure communication, which has not been investigated for the PLS purpose in 
dense HetNets with imperfect CSI to the best of authors’ knowledge. In this paper, we propose 
a CoMP transmission scheme based on dual-threshold optimization to improve the 
performance of dense HCNs, and provide a comprehensive performance analysis under a 
stochastic geometry framework, where the positions of BSs, users and eavesdroppers are all 
modeled as independent homogeneous Poisson Point Processes (PPPs). Our main 
contributions are summarized as follows: 

1) A candidate BSs formation policy based on average received signal power (ARSP) is 
proposed to increase access efficiency. By setting access threshold, BSs with bad 
communication link qualities are prevented from being chosen as candidate BSs, and access 
efficiency has been greatly increased. On this basis, a CoMP networking strategy based on 
instantaneous estimated signal power (IESP) is presented. By setting networking threshold, 
only BSs with good channel conditions are able to serve the legitimate user, which guarantees 
reliable and secure communication. 

2) Analyses of performance metrics including average achievable rate, connection outage 
probability (COP) and secrecy outage probability (SOP) are conducted for the proposed 
scheme in the presence of co-channel interference and the most detrimental eavesdroppers. 

3) To further support the performance of the network, we present a dual-threshold 
optimization model, which maximizes the secrecy throughput subject to the security and 
reliability requirements of the network. Besides, we introduce a two-dimensional search 
method to obtain the optimal thresholds. 

This paper is organized as follows. Section 2 introduces the system model in dense HCNs 
with channel estimation errors. Section 3 presents the CoMP transmission scheme based on 
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dual-threshold optimization. Section 4 explores the proposed approach by analyzing average 
achievable rate, COP and SOP. Simulation results and analysis are presented in Section 5. 
Section 6 concludes this paper. 

Notations: We use  to denote the noise following a circularly symmetric 

complex Gaussian with mean  and covariance . , , and  denote absolute 
value, probability, and expectation, respectively.  is the distribution function of a random 
variable .  represents exponential distribution with parameter .  denotes 
probability density function (PDF) of .  stands for the Laplace transform with respect 
to .  represents the number of the entries in the input set. 

2. System Model 

2.1 Channel model 

 
Fig. 1. A 2-tier dense HCN with CoMP transmission scheme 

 
We consider dense HCNs composed of K independent network tiers of BSs (Fig. 1 shows a 
2-tier dense HCN). The BSs in the i-th tier are assumed to be with the same transmit power . 
With respect to the random topology nature, the spatial positions of BSs are modeled as 
homogeneous PPP  with density .  

We consider large scale and small scale fading at the same time.  For the large scale fading 
model, we consider the standard path loss model, and the pass loss coefficient of the i-th tier is 

, . For the small scale fading, we adopt the independent quasi-static Rayleigh fading 
model and their channel gains follow the exponential distribution with unit mean. 

Assuming the typical user is located at the origin without loss of generality. We denote a set 

of cooperating BSs by , in which BSs cooperate to serve the typical user.  is the 

set of BSs out of . The received signals at the typical user can be written as: 

                           (1) 
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where ,i tB  is the t-th serving BS of the i-th tier in ϒ , and ,l uB  is the u-th BS of the l-th tier in 
cϒ . ,i tX  and ,l uZ  are the distance from ,i tB  and ,l uB  to the typical user, respectively. s  and 

xs  are signals transmitted by serving BSs and non-serving BSs. 
,

2
, ,

i

i t

i i t i t
B

P X h s
α

−

∈ϒ
∑  is the 

desired signal from ϒ , and 
,

2
, ,

l

c
l u

l l u l u x
B

P Z h s
α

−

∈ϒ
∑  is the interference from cϒ . Q  is a standard 

additive circular symmetric complex white Gaussian random variable with variance 2σ . 

2.2 Non-ideal channel estimation 
In channel estimation phase, BSs transmit the pilot signals at each time slot. Users utilize the 
received pilot signals to estimate the current channels, and feed the estimated value back to 
BSs through ideal backhaul links. Since non-orthogonal pilots should be utilized among the 
cells with universal frequency reuse, the inter-cell interference causes pilot contamination, 
which results in imperfect CSI estimation. Without loss of generality, we assume BSs use the 
minimum mean square error (MMSE) estimation [30], the channel of ,i tB  is defined as: 

, , ,i t i t i th h ο= +                                                              (2) 

where ,i th  is the small scale fading coefficient of legitimate link, and ,i th  is the estimated 
value of ,i th . ,i tο  is the channel estimation error, ( ), 0,1i t iο ρ∼ − , where 1 iρ−  is variance 
of ,i tο . We can consider ( )0 1i iρ ρ≤ ≤  as channel estimation accuracy, and the high value of 

iρ  indicates accurate channel estimation. 
According to Slivnyak theorem, we consider a typical user accessing to ,i tB , the estimated 

SINR can be expressed as: 

,

,

2

2
, ,

2 2
, ,

i

i t

l

c
l u

i i t i t
B

u

l l u l u u
B

P X h
SINR

P Z h

α

α
σ

−

∈ϒΘ
−

∈ϒ

=
+

∑

∑





                                          (3) 

where 
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∑   is the received interference caused by non-serving BSs. ,l uh  is the 

estimated value of interference channel coefficient. 2
uσ  is the power of white Gaussian noise 

at the intended user. 
Due to the impact of the channel estimation errors, the user’s real received SINR can be 

expressed as: 
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the channel estimation errors.  
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Since the eavesdroppers wiretap the system passively, their instantaneous CSI and locations 
are unavailable. Nevertheless, we assume their small-scale channel distributions are available, 
which are Rayleigh fading with unit variance. Since only the legitimate user is identifiable to 
the network and can obtain CoMP transmission, we suppose non-colluding eavesdroppers 
estimate the channel accurately, operating in open single access mode, i.e., access to only one 
of the BSs in ϒ  to wiretap. Considering the worst case, the receive SINR at the most 
malicious eavesdropper is given by: 

,

2
, ,

2 2
, ,

max
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c
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l l e l e e
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                                  (5) 

where ,i eY  is the distance from the serving BS ,i tB  to the eavesdropper, and ,i eh  is the 

coefficient of wiretap channel. 
,

2
, ,

l

c
l u

l l e l e
B

P L h
α−

∈ϒ
∑  is the interference received by the 

eavesdropper, where ,l uh  is the coefficient of interference channel, and ,l eL  is the distance 
from the interference BS ,l uB  to the eavesdropper. 2

eσ  is the power of white Gaussian noise 
received by the eavesdropper. 

3. CoMP Transmission Scheme 

In this section, we design a CoMP transmission scheme based on dual-threshold optimization 
in dense HCNs with imperfect CSI. First, we propose an ARSP based candidate BSs formation 
policy to increase access efficiency. Then, we design a CoMP networking strategy based on 
IESP to select serving BSs from the set of candidate BSs, which declines the influence of 
channel estimation errors. By the dual-threshold based CoMP transmission scheme, only BSs 
with good communication link qualities are selected for transmission, which guarantees 
reliable and secure communication. 

3.1 Candidate BSs formation policy 
In an open-access system, users are served by BSs from arbitrary tiers, which lower the access 
efficiency of the network. To increase access efficiency effectively, an ARSP based candidate 
BSs formation policy is proposed, which avoids users accessing BSs with bad channel 
conditions. In this policy, an access threshold τ  is introduced, where BSs are opted to the 
cluster of candidate BSs only if users received ARSPs are larger than τ . Mathematically, the 
proposed candidate BSs formation policy is expressed as:  

,
i

i i tP X
α

t
−

>                                                                (6) 

Specifically, it can be deduced that users can access BSs when the distance ,i tX  from the 

user to the BS is closer than iD , where ( )
1

i
i iD P ατ=  denotes the radius of the candidate 

region in the i-th tier. In other words, all the candidate BSs should be located inside a circular 
area, i.e., ( ], 0, i t iX D∈ . 

Based on the proposed candidate BSs formation policy, the candidate region of BSs in each 
tier has been clearly shown in Fig. 1. Due to different operating parameters, the candidate 
regions for each tier are different. Since the locations of BSs are distributed as uniform PPPs, 
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the distance ,i tX  between  ,i tB  and the typical user is uniform distribution over the circular 
area with the radius iD . Hence, the PDF of ,i tX  is: 

( )
,

,
, ,2

2
, 0

i t

i t
X i t i t i

i

x
f x x D

D
= < <                                              (7) 

According to the property of PPPs, the number of candidate BSs in the i-th tier is: 
2

i i iM Dλπ=                                                            (8) 
It is worth mentioning that the candidate BSs formation policy benefits the system 

performance in the following three aspects: 
1) It restrains the legitimate user from associating with BSs outside the candidate region, 

such that not only a good communication link quality can be guaranteed but also complex 
interference can be abstained. Therefore, the qualities of communication links are improved 
consequently, which has the potential of increasing reliability performance. 

2) Since ARSP of BS outside the serving region is always inferior to that inside, the policy 
can help to avoid eavesdroppers wiretapping messages out of the candidate region. Therefore, 
security performance can be guaranteed. 

3) BSs are allowed to be selected in the candidate region of each tier, which greatly 
increases the efficiency of CoMP BSs selection in K-tier dense HCNs. 

It is worth mentioning that the proposed CoMP transmission scheme based on 
dual-threshold optimization is different from conventional CoMP transmission scheme [26]. 
Our proposed transmission scheme takes channel estimation errors into account, and only BSs 
with good communication link qualities are allowed for CoMP transmission, which benefits 
reliable and secure transmission in the system with channel estimation errors. 

3.2 CoMP networking strategy 
To select BSs with good communication link qualities, an IESP based CoMP networking 
strategy has been designed, which avoids BSs with poor channel conditions serving the 
legitimate user. In this policy, a networking threshold θ  is introduced, where BSs in the 
candidate region are selected as serving BSs only when users received IESPs are larger than θ . 
Mathematically, the CoMP networking strategy is expressed as:  

2

2
, ,

i

i i t i tP X h
α

θ
−

>                                                      (9) 

Customarily, θ  should be decreased sensibly when there exist less channel estimation 
errors in the current communication links. Therefore, the preponderance of CoMP 
transmission can be fully used. Otherwise, θ  should be increased when the current channels 
are in poor conditions. Hence, only BSs with good communication link qualities are chosen as 
serving BSs by adjusting θ  according to the current channel status and the user requirements. 

The probability of ,i tB  being chosen as serving BS is given by: 

2,
,
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The probability of iN  BSs participating in CoMP transmission in the i-th tier can be 
expressed as: 

( ) ( ) ( ), ,=C 1i i ii

i

n M nn i t i t
i i M c cN n P P

−
= −                                      (11) 
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Denote ,1 ,2 ,, , ,
ii i i i NX X X =  X 

 as the distance vector of the i-th tier. Due to the 

independence of ( ), 1, ,i t iX t N=  , the joint PDF of elements in iX  is characterized as: 
2

, ,
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2 , 0
i

i i

i
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N N
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f x D x D
=

= ≤ ≤∏X                                       (12) 

In the following sections, we provide a comprehensive analysis of the proposed approach in 
dense HCNs incorporating average achievable rate, COP and SOP, respectively. By deriving 
various analytical expressions of our performance metrics, we aim to provide tractable 
predictions of network performance and guidelines for future network designs. 

4. Performance Analysis and Optimization 

4.1 Average achievable rate 
In this subsection, we introduce the approach of analyzing average achievable rate, which is an 
important metric to measure the capacity of a communication link. In the proposed scheme, 
the average achievable rate uR  is determined by the number of serving BSs. We define 
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u u
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We solve { }1 2, , , K
u

n n nR   to obtain the accurate expression of uR . Since it is difficult to have the 
accurate expression of { }1 2, , , K

u
n n nR  , we consider the lower bound of average achievable rate 

with 
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i
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N
=
∑  serving BSs, noted as { }1 2, ,| , Kn n nL

uR  . According to Jensen inequality, we can obtain:  
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Theorem 1 The lower bound of average achievable rate with channel estimation errors is: 
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Proof: See Appendix A. 
Note that the dual thresholds of the proposed scheme can both influence average achievable 

rate according to (15) and (16). We show the effects of access threshold τ  on average 
achievable rate, COP and SOP in Fig. 2. It is obvious that the average achievable rate increases 
with τ  first, and then decreases. As τ  determines the number of candidate BSs, a lower τ  
implies a wider candidate region and a bigger cluster of candidate BSs. Especially, 0τ =  
means that the system is without the candidate BSs formation policy. BSs in bad conditions 
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may be selected as candidate BSs, and the interference from those BSs may lower the received 
SINR of legitimate user. The increase of τ  provides the ambit that only BSs with good 
communication link qualities have chances to serve the legitimate user, hence the average 
achievable rate increases. With further increase of τ , fewer BSs in the network can achieve 
the requirement where users received ARSPs are larger than τ , hence the average achievable 
rate drops. As a result, there exists an optimal τ  to achieve the maximum average achievable 
rate.  

Another important parameter is the networking threshold θ , which affects not only the 
quality but also the number of serving BSs according to (10) and (11). We show the effects of 
networking threshold θ  on average achievable rate, COP and SOP in Fig. 3. It is obvious that 
the average achievable rate is not a monotonic function of θ , which increases first and 
decreases later with the increase of θ . Particularly, 0θ =  means that any BSs in the candidate 
region can serve the legitimate user. However, not all the BSs in the candidate region are in 
good channel conditions, and the average achievable rate is in a low level. The initial increase 
of θ  provides the limit that only BSs with good communication link qualities can be selected 
as serving BSs, hence the average achievable rate increases. With further increase of θ , fewer 
BSs can be chosen as serving BSs, and the average achievable rate diminishes. Therefore, 
there exists an optimal θ  to achieve the maximum average achievable rate. 

4.2 COP 
COP is an important metric to measure the reliability of communication link. If the capacity of 
legitimate channel is less than the transmission rate, there will be a connection outage event. 
For a given transmission rate bR , COP of the typical user is expressed as [17]: 

( )( )2log 1co u bP SINR R= + ≤                                           (17) 

To obtain the expression of coP , (17) can be transformed into  

( )( )21 log 1co u bP SINR R= − + > . We define { } { }( )( )1 2 1 2, , , , , ,
2log 1K Kn n

c
n n n

bu
nSINRP R+= >    as 

the coverage probability of 
1

K

i
i

N
=
∑  serving BSs, which can be given by: 

{ }1 2

,

2

2
, ,

1 1, , ,
2

i i

K

i t

NK

i i t i t
i tn n n

X
i S

c
l l u

P X h
P

I I I

α

ο ο

γ
σ

−

= =

  
  
  

= >  + + +  
  

  

∑∑




                              (18) 
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,

2
, ,

i

i t

i i i t i t
B

I P X
α

ο ο
−

∈ϒ

= ∑ and 
,

2
, ,

l

c
l u

l l l u l u
B

I P Z
α

ο ο
−

∈ϒ

= ∑ are the cumulative 
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Employing the total probability formula, coP  can be expressed as: 
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By solving { }1 2, , , K
c

n n nP  , we can obtain the accurate expression COP as shown in Theorem 2. 
Theorem 2 The COP of the typical legitimate user is: 
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
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where ,
1 1
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ο ο

γ γ γ
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     
∏ ∏ x   . When =i lα α α= ,  

( ) ( )( ){ }2/1 1exp 1
iI i i iP
ο

α
γχp λψ ρ γ χ− −= − − , ( ) ( ){ }2/1 1exp

lSI i l lP
α

γχpl ψ ρ γ χ− −= − , 
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lI i l lP
ο

α
γχpl ψ ρ γ χ− −= − − , where 

2 21 1ψ
α α

   = Γ + Γ −   
   

. 

Proof: See Appendix B. 
As COP reflects the relationship between average achievable rate and the given outage 

threshold, for a given threshold bR , COP is a decreasing function of uR . The changing trend 
of COP is opposite to uR . COP decreases with τ  first, and then increases in Fig. 2. 
Particularly, 0τ =  indicates that arbitrary BSs in the system have chance to serve the 
legitimate user. BSs with poor communication link qualities may affect the reliability of the 
system, and COP is at a high level at the beginning. As τ  limits the link qualities of candidate 
BSs, the increase of τ  enhances the reliability of network, and COP decreases. With further 
increase of τ , fewer BSs in the network can be selected as candidate BSs, and COP increases. 
Accordingly, there exists an optimal τ  to achieve the minimum COP. 

We can see that COP decreases first and increases later with the increase of θ  in Fig. 3.  
Especially, 0θ =  specifies that there is no CoMP networking strategy in the system. It means 
that any BSs in the candidate region can serve the legitimate user. Interference from BSs with 
channel estimation errors may reduce the reliability of the system, which leads to a high COP. 
Since θ  affects not only the quality but also the number of serving BSs, the initial increase of 
θ  enhances the qualities of communication links by selecting BSs with good channel 
conditions, hence COP declines. With further increase of θ , less BSs can achieve the demand 
where users received IESPs are larger than θ , and COP increases. Therefore, we can search 
an optimal θ  to achieve the minimum COP.  

4.3 SOP 
Secrecy outage probability is the principle performance metric in the passive eavesdropping 
scenario. The secrecy outage is declared when the instantaneous secrecy rate is less than the 
targeted secrecy rate. For a given confidential rate sR , the SOP of the intended user is given 
by [17]: 

( )( )2Pr log 1so e u sP SINR R R= + > −                                           (21) 

  (21) can be transformed into ( )1 (2 1)u s

e

R R
so SINR

P −= − − , where ( )
eSINR
⋅  is the distribution 

function of eSINR . 
Since eavesdroppers work in open single access mode, they access the BS providing 

maximal receiving power. The access probability of eavesdroppers associate in the BS of the 
i-th tier is given by [31]: 
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Employing the total probability formula, SOP is expressed as: 
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where i
soP  denotes SOP in the i-th tier. 

We consider the most dangerous scenario where transmission is secure only if secrecy rate 
is achieved against all eavesdroppers. When liα α α= = , SOP in the i-th tier can be derived 
as:  
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where 2 1u sR Ru −= − , 
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= ∑  is the received interference caused by 

non-serving BSs at the eavesdropper, and its Laplace transform can be expressed as: 
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By plugging i
soP  into (23), we can obtain the expression of soP  as shown in theorem 3. 

Theorem 3 The SOP of the intended user can be expressed as: 
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(26) 

In Fig. 2, we illustrate the relationship between SOP and τ . We observe that SOP decreases 
first and then increases as τ increases. It is because the number of eavesdroppers always 
increases with the increase of access threshold, which augments the capacity of wiretap 
channel. Thanks to the increase of τ , BSs satisfying the candidate qualification are selected as 
candidate BSs, which ameliorates the qualities of communication links. However, continuous 
increase of τ  makes few BSs meet the candidate requirement, and the capacity of legitimate 
channel decreases. Therefore, the capacity of legitimate channel increases first but then 
decreases with the increase of τ . In summary, SOP declines first and increases later, as the 
security capacity is the difference between the capacity of the legitimate channel and wiretap 
channel. 

We show the relationship between SOP and θ  in Fig. 3. It is obvious that SOP decreases 
first and then increases with the increasing θ . This can be explained by the fact that when 

0θ = , arbitrary BSs in the candidate region are serving BSs. While BSs in the cellular cell 
edge reduce the capacity of legitimate channel, meanwhile improving the possibility of 
eavesdropping, SOP is at a high level at the beginning as a result. The initial increase of θ  
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enhances the qualities of communication links, which strengthens the capacity of legitimate 
channel and decreases the capacity of wiretap channel simultaneously, hence SOP declines. 
With further increase of θ , less BSs can serve the legitimate user, which leads to the capacity 
diminishment of legitimate channel and wiretap channel at the same time. Nevertheless, the 
capacity decline of legitimate channel is more pronounced, and SOP increases. Consequently, 
SOP decreases first and increases later with the increase of θ , and there exists an optimal θ  
to achieve the minimum SOP. 
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Fig. 2. Average achievable rate, COP and SOP versus access threshold  
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Fig. 3. Average achievable rate, COP and SOP versus networking threshold  

4.4 Performance optimization 
From the analyses of average achievable rate, COP and SOP, we verify the validity of the 
proposed scheme. As secrecy throughput measures security performance and reliability 
performance simultaneously, we consider secrecy throughput as the metric for performance 
optimization, which is defined as the average achievable rate that is reliably and securely 
transmitted from the transmitters to the intended receivers. Mathematically, the secrecy 
throughput is given by: 
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( )( )1 1co so up p Rξ = − −                                                 (27) 
It is obvious that the dual thresholds, i.e., τ  and θ , affect both the reliability and security of 

the system. The relationship between secrecy throughput and τ , θ  are demonstrated in Fig. 4. 
As can be observed from the curves, the secrecy throughput increases first and then decreases 
with the increase of τ  and θ . There exist optimal values *τ  and *θ  to achieve the maximum 
value of secrecy throughput. Therefore, it is significant to set appropriate dual thresholds to 
decrease the influence of channel estimation errors and guarantee reliable and secure 
communication. To further support the performance of the system, we present a dual-threshold 
optimization model, which maximizes the secrecy throughput subject to the security and 
reliability requirements of the network. 
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Fig. 4. Secrecy throughput versus τ  and θ  

 
In practice, BSs have the same communication requirements in different layers. The 

security constraints and reliable constraints can be defined as ε  and δ  respectively. The 
optimization problem aiming to maximize the secrecy throughput can be expressed as:  

( )( )

[ ] [ ]

,
max 1 1 ,

. . 1: ,
2 : 0,1 , 0,1

3 : 0, , 0,

co so u
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P P R
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x

ε δ

ε δ

tt  θ θ

= − −

≤ ≤

∈ ∈

   ∈ ∈   

                                         (28) 

where upτ  and upθ  denote the upper access threshold and networking threshold to satisfy 
reliable and secure communication. 

As it is difficult to obtain the analytical results from (28), we employ a two-dimensional 
search method to get the optimal results of τ  and θ . The feasible solutions ( )ˆˆ,τ θ are 

obtained by the constraint 1C  in (28), which satisfies the security and reliability requirements 
of the network. The optimal values τ ∗  and θ ∗  to maximize the secrecy throughput should be 

those in the set ( )ˆˆ,τ θ . Mathematically, we can get the optimal values τ ∗  and θ ∗  by: 
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( ) ( )
,
x ˆˆ, ,ma

τ θ
θ θxτ τ∗ ∗ =                                                 (29) 

  Based on the analysis above, we present a two-dimensional search method to numerically 
determine the optimal values τ ∗  and θ ∗  of the access threshold and networking threshold, 
respectively. As shown in Table 1, we respectively denote the step size of τ , θ  as τ∆ , θ∆ . 
 

Table 1. Two-dimensional search method for obtaining optimal values τ ∗  and θ ∗  
Algorithm 1 
1: Input: K, ( 1, , )i i Kρ =  , ( 1, , )i i Kα =  , ( 1, , )iP i K=  , ( 1, , )i i Kλ =  , eλ , bR , sR , 

upτ , upθ , ε , δ , τ∆ , θ∆ ; 
2: Output: τ ∗ , θ ∗ ; 

3: Initialization: 
up

C τ
τ

=
∆

, 
up

V θ
θ

=
∆

, set 0tempξ = ; 

4: for 1:c C=  do 
5:      for 1:v V=  do 
6:           Calculate coP  in (20) and soP  in (26); 
7:           if coP δ≤  and soP ε≤  then 

8:               update the set ( )ˆˆ,τ θ  by putting cτ∆ ⋅ , vθ∆ ⋅  into the set ( )ˆˆ,τ θ ; 

9:           end if 
10:     end for 
11:  end for 
12: Set Ω  as the number of entries in the determined set τ̂  and θ̂ . That is 

( ) ( )ˆˆCard Cardτ θΩ = = ; 

13:  for 1:ω = Ω  do 
14:      Calculate ξ  by substituting the entries ωτ , ωθ  into (27) that lie in the determined set 

( )ˆˆ,τ θ ; 

15:      if tempξ ξ>  then 
16:          tempξ ξ= ; 

17:          Update τ ∗ , θ ∗  by ωτ τ∗ = , ωθ θ∗ = ; 
18:      end if 
19:  end for 
20:  Return τ ∗ , θ ∗ ; (The optimal values are obtained.) 

5. Numerical Results 
In this section, we provide more detail simulation and numerical results to evaluate and 
analyze the performance of our proposed scheme. For simplicity, we consider a 2-tier dense 
HCN, in which macrocell base stations (MBSs) and picrocell base stations (PBSs) are 
deployed. We set the density of MBSs, PBSs and eavesdroppers as 

2 2
1=1 500 mλ π , 2 1=5λ λ  

and 1=5eλ λ , respectively. The transmission power and path fading coefficients are 
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1 2 1 220 , 2 , 4P W P W α α= = = = . The confidential information rate is 0.1bit/s/HzsR = , and the 
access threshold and networking threshold are set according to algorithm 1. We adopt the PPP 
model on the network with radius 500cR m= . 

5.1 The effects of channel estimation accuracy 
In Fig. 5 and Fig. 6, we plot the COP and SOP versus channel estimation accuracy 
respectively to show the effects of channel estimation on reliability and security performances. 
We set 1 2ρ ρ ρ= =   to illustrate the influence of channel estimation accuracy. As shown in the 
figure, the analytical results of COP and SOP are in quite good agreement with simulation 
results. It validates the accuracy of our analytical results. Observed that COP and SOP are 
decreasing functions of ρ . This implies that channel estimation errors influence the qualities 
of communication links, and less channel estimation errors (high ρ ) can increase reliability 
and security of the system. It is evident that accurate channel estimation counts much in 
reliable and secure communication.  

Comparing the curves of =0, =0τ θ  with 0, 0τ θ≠ ≠  in Fig. 5 and Fig. 6, we can observe 
that the system without the proposed CoMP transmission scheme has the highest COP and 
SOP among those with the proposed scheme. The curves illustrate that the proposed scheme 
can decrease COP by at most 50% and decrease SOP by at most 65%, which verifies that the 
CoMP transmission scheme can improve reliability and security performances of the network 
effectively. 

Comparing the curves of =0.001, =0.002τ θ , =0.001, =0τ θ  and =0, =0.002τ θ , we can see 
that COP and SOP of the system with the proposed scheme varies with the thresholds. Since 

=0.001, =0.002τ θ  is the optimal value of dual thresholds when 1ρ =  according to algorithm 1, 
the COP and SOP of the system with the optimal thresholds are reasonably lower than other 
results. This indicates that appropriate thresholds setting can enhance the reliability and 
security performances of the system efficaciously. Simultaneously, the validity of algorithm 1 
is testified. 
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Fig. 5. COP versus channel estimation accuracy 
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Fig. 6. SOP versus channel estimation accuracy 

 
 

The average achievable rate and secrecy throughput of the legitimate user over different 
channel estimation accuracy are shown in Fig. 7 and Fig. 8. Note that the average achievable 
rate and secrecy throughput monotonically increase with channel estimation accuracy. As 
accurate channel estimation ensures the qualities of communication links, high channel 
estimation accuracy can increase average achievable rate and secrecy throughput. It is of 
paramount significant to enhance the channel estimation accuracy. 

Comparing the curves of =0, =0τ θ  with 0, 0τ θ≠ ≠  in Fig. 7 and Fig. 8, we can find that 
the system without the proposed CoMP transmission scheme has the lowest average 
achievable rate and secrecy throughput among those with the proposed scheme. It can be seen 
that the proposed scheme can increase average achievable rate by at most 0.22 bit/s/Hz and 
increase secrecy throughput by at most 0.13 bit/s/Hz, which verifies that the CoMP 
transmission scheme can improve average achievable rate and secrecy throughput of the 
network effectively. 

Comparing the curves of =0.001, =0.002τ θ , =0.001, =0τ θ  and =0, =0.002τ θ , we notice 
that the curves of =0.001, =0.002τ θ  are the highest among the others. As mentioned before, 

=0.001, =0.002τ θ  is the optimal value of dual thresholds when 1ρ = . The average achievable 
rate and secrecy throughput of the system with the optimal thresholds is reasonably higher 
than other results. This indicates that appropriate thresholds setting can enhance the average 
achievable rate and secrecy throughput of the system efficaciously. 

The observations from Fig. 5-8 indicate the validity of the proposed CoMP transmission 
scheme in improving the reliability and security performances of the system with imperfect 
CSI, and verify the effectiveness of the two-dimensional search method in algorithm 1 to 
obtain the optimal values of the dual thresholds. In addition, the above-mentioned results also 
validate that it is always significant to improve channel estimation accuracy to improve the 
performance of dense HCNs with imperfect CSI. 
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Fig. 7. Average achievable rate versus channel estimation accuracy 
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Fig. 8. Secrecy throughput versus channel estimation accuracy 

 

5.2 The effects of eavesdroppers’ density and PBSs’ density 

In this subsection, we plot the secrecy throughput versus eavesdroppers’ density to show the 
influence of eavesdroppers’ density and PBSs’ density in Fig. 9. When deploying BSs in 
HCNs, the ability of channel estimation and deploying density of BSs may affect the system 
performance. Since MBSs and PBSs play similar parts in the system, we take PBSs as an 
example to discuss the influence of the BSs deploying in HCNs.  

As can be seen from the curves in Fig. 9, the secrecy throughput decreases with the increase 
of eavesdroppers. Since the increase of eavesdroppers reduces the security performance, the 
secrecy throughput declines. 

Comparing the curves of 0, 0τ θ= =  with 0.001, 0.002τ θ= =  when 2 2 11, 3ρ λ λ= = , we 
can see that the secrecy throughput of the system with the proposed scheme is higher than that 
without the proposed scheme, which verifies that the CoMP transmission scheme can improve 
secrecy throughput of the network effectively.  
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To illustrate the influence of deploying PBSs with the same channel estimation capacity, we 
compare the curves of 2 13λ λ=  with 2 15λ λ=  under the condition where PBSs can estimate 
the channel accurately and the system works with the proposed transmission scheme, i.e., 

2 1, 0.001, 0.002ρ τ θ= = = . We notice from this figure that the secrecy throughput of system 
with 2 15λ λ=  is larger than that with 2 13λ λ= . As there are more BSs available for CoMP 
transmission, secrecy throughput of the network increases. 

To explain the effects of deploying PBSs with various channel estimation capacity, we 
compare the curves of 2 2 11, 5ρ λ λ= =  with 2 2 10.8, 8ρ λ λ= =  when the system works with the 
proposed transmission scheme, i.e., 0.001, 0.002τ θ= = . Note that PBSs with high channel 
estimation accuracy have higher secrecy throughput when the eavesdroppers’ density is not 
quite large than BSs. However, when the eavesdroppers’ density becomes quite large, PBSs 
with high density have higher secrecy throughput, even with worse channel estimation 
capacity. This implies that channel estimation is of paramount importance, and the channel 
estimation capability of PBSs should be taken into consideration when deploying them in 
macrocells. Therefore, it can help the designers of real dense HCNs to improve reliability and 
security performance by appropriate selecting PBSs density with consideration of the channel 
estimation capability of PBSs. 
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Fig. 9. Secrecy throughput versus eavesdroppers’ density 

6. Conclusion 
In this paper, we investigate a CoMP transmission scheme based on dual-threshold 
optimization to improve the reliability and security performances of dense HCNs with 
imperfect CSI, which contains a candidate BSs formation policy and a CoMP networking 
strategy. In the candidate BSs formation policy, we introduce an access threshold τ  and 
compare the received ARSPs with τ . Only BSs with good channel conditions can be opted as 
candidate BSs, which greatly increases access efficiency. In the CoMP networking strategy, 
we suggest a networking threshold θ  and select serving BSs only when users received IESPs 
are larger than θ . Based on the proposed scheme, qualities of communication links are 
improved, thus reliable and secure communication is guaranteed. Then, we analyze the 
performance of the proposed scheme in terms of average achievable rate, COP and SOP. To 
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further support the performance of the network, we present a dual-threshold optimization 
model and a two-dimensional search method to obtain the optimal thresholds. Numerical 
results are presented to verify our theoretical analysis, and certify the proposed scheme can 
increase secrecy throughput by at most 0.13 bit/s/Hz, which draw a conclusion that the 
proposed CoMP transmission scheme can ensure reliable and secure communication in dense 
HCNs with imperfect CSI.  

In addition, the calculation delay for selecting BSs for CoMP transmission needs to be 
considered in actual application and deployment. When the number of BSs is large, the 
algorithm has a large delay. The effectiveness of the algorithm is limited by different services. 
For example, the video media services need low delay but low security. Nevertheless, for data 
service, secure communication is more emphasis. Therefore, the current business 
requirements of real-time and security need to be considered when applying the proposed 
algorithm in actual deployment. Our future work may focus on designing an algorithm that 
considers both timeliness and security at the same time, to meet the needs of different 
communication services. 

Appendix 

A. Proof of Theorem 1  

Proof: The difficulty of solving (14) is how to derive { }1 2, ,| , Kn n nL
uR  , hence we now first derive 
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Substituting { }( )1 2, , ,1 Kn n n
uSINR   into (14), we can have the expression of { }1 2, ,| , Kn n nL
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Plugging (A6) into (15), we can obtain the lower bound of uR  in Theorem 1. 
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B. Proof of Theorem 2 

Proof: The difficulty of solving (19) is how to derive { }1 2, , , K
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n n nP  . Therefore, we first derive the 
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Combing (B1) and (19) together, we can obtain the expression of coP  in Theorem 2. 
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